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1 Introduction 

1.1 Overview 
Instant Secure Data API (ISDAPI) provides data encryption.   In cryptography, encryption is 
the process of transforming information into an unreadable form (encrypted data).  Decryption is 
the reverse process.  It makes the encrypted information readable again.  Only those with the key 
(PassPhrase) can successfully decrypt the encrypted data. 
 
ISDAPI provides an Application Programming Interface (API) so that a company can encrypt 
data from within their own internal application.  The data can be for internal application use or 
saved to a database or to a file.  ISDAPI operates in Windows, Unix and Linux environments and 
can be programmed using C, C++, C# or Java. 
 
ISDAPI uses TEA Variant to encrypt the data.  The TEA Variant is a fast block cipher algorithm 
with a 128-bit key.  The algorithm is simple, fast and secure. 
 

1.2 Executive Summary 
ISDAPI is an API library that is available in 2 formats: ISDAPI base Java and native.   
 

�� The native release of ISDAPI can run on a wide range of platforms: AIX, HP-UX, 
Linux, Solaris and Windows. 

 
Operating System 32-bit 64-bit 
AIX v5.1 or higher Yes Yes 
HP-UX PA-RISC v11.00 or higher Yes Yes 
Linux x86 Yes Yes 
Linux x86_64 Yes Yes 
Linux on POWER Yes Yes 
Linux on zSeries Yes Yes 
Solaris SPARC v8 or higher Yes Yes 
Solaris x86_64 v10 Yes Yes 
Windows NT, 2000, 2003, XP Pro &Vista Yes n/a 

 
�� The ISDAPI base Java can be run on any platform that supports Java v1.3 or higher. 

 
Major Features of ISDAPI: 
 

�� Easy to set up and configure 
�� Supports 4 programming languages: C, C++, C# and Java 
�� Uniquely encrypts message data using TEA Variant with a 128-bit key 
�� Simple and fast 
�� Natively supports 9 platforms: AIX, HP-UX, Linux, Solaris and Windows 
�� Provides high-level logging capability for encryption / decryption processing   
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1.3 Context Diagram (Logical View) 
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1.4 Prerequisites 
This section details the minimum supported software levels.   
 

1.4.1 Operating System 
Instant Secure Data API can be installed on any of the following supported servers: 
 

1.4.1.1 IBM AIX 
�� IBM AIX 5L version 5.1 or higher 

 
1.4.1.2 HP-UX PA-RISC 

�� HP-UX v11.00 or higher 
 
1.4.1.3 Linux x86 

�� Linux kernel, version 2.4 
�� glibc version 2.2.5 or greater 

 
Sample distributions: 
�� Red Hat Linux v7.3 
�� SuSE Linux Enterprise Server v7 

 
1.4.1.4 Linux x86_64  

Sample distributions: 
�� Red Hat Enterprise Linux v4.0 
�� SUSE Linux Enterprise Server v9 

 
1.4.1.5 Linux on POWER 

Sample distributions: 
�� Red Hat Enterprise Linux v3.0 (with Update 2) 
�� Red Hat Enterprise Linux v4.0 
�� SUSE Linux Enterprise Server v9 

 
1.4.1.6 Linux on zSeries 

Sample distributions: 
�� Red Hat Enterprise Linux v4.0 
�� SUSE Linux Enterprise Server v9 

 
1.4.1.7 Sun Solaris 

�� Solaris SPARC v8 or higher 
�� Solaris v10 x86_64 (64-bit) 

 
1.4.1.8 Windows 

�� Windows NT, XP Pro or Vista Business  (32-bit) 
�� Windows 2000 or 2003 Server  (32-bit) 
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2 Installing Instant Secure Data API 
This section describes how to install ISDAPI.  

2.1 Components 
The following files are the platform specific ISDAPI files: 

 
Windows Directory Structure Unix Directory Structure 
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�� ISDAPI install directory 

· isdapi.ini is a sample initialization file for the server-side encryption exit. 
 

�� ISDAPI bin directory 
· isdapi.dll is the actual encryption DLL for Windows. 
· AddRegistryEntries.bat is a Windows batch file to add Event Log registry entries. 
· isdapi.reg is the registry entries for the Windows Event Log. 
· rotatelog.bat is a simple Windows batch file to roll the log file to a backup file. 
· rotatelog.sh is a simple Unix shell script roll the log file to a backup file. 
· setisdapi.sh is a simple Unix shell script to set the appropriate file permissions. 

 
�� ISDAPI java\lib  directory 

· ISDJ.jar  is the actual JAR file containing the encryption / decryption class.  It 
requires Java v1.3 or higher. 

 
�� ISDAPI lib  directory 

· isdapi.lib is the Windows LIB file for isdapi.dll 
· isdapi.so is the actual 32-bit encryption shared library for Unix or Linux. 

 
�� ISDAPI lib64 directory 

· isdapi.so is the actual 64-bit encryption shared library for Unix or Linux. 
 

�� ISDAPI samples directory 
· c is the ‘C’ sample code directory 
· cpp is the ‘C++’ sample code directory 
· cs is the ‘C#’ sample code directory (Windows only) 
· java is the ‘Java’ sample code directory 
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2.1.1 Windows Installation 
To install the encryption exit on Windows, first unzip the ISDAPI-setup.zip and then run the 
ISDAPI_setup.exe file.  Follow the on-screen instructions and the encryption exit will be 
installed in the C:\Capitalware\ISDAPI\  directory (default installation). 
 
The user may copy or ftp the isdapi.dll, isdapi.ini, AddRegistryEntries.bat and isdapi.reg files 
from one Windows server to another Windows server. 
 

2.1.2 Unix and Linux Installation  
To install the 32-bit and 64-bit versions (64-bit where applicable) of ISDAPI on Unix or Linux, 
first unzip the ISDAPI-setup.zip and then select the appropriate TAR file for the target platform. 
You will find 9 TAR files in the original ZIP file: 
�

· AIX/ISDAPI_aix.tar 
· HPUX/ISDAPI_hpux.tar 
· Linux_x86/ISDAPI_linux.tar 

o Linux_x86/glibc_2.2.5/ISDAPI_linux_glibc_2.2.5.tar    
· Linux_x86_64/ISDAPI_linux_x86_64.tar   
· Linux_POWER/ISDAPI_linux_power.tar   
· Linux_zSeries/64-bit/ISDAPI_linux_zseries.tar   
· Solaris_SPARC /ISDAPI_solaris.tar 
· Solaris_x86_64/ISDAPI_solaris_x86_64.tar 

 
Follow these steps to install the encryption exit: 

1. ftp or copy the selected TAR file to the target platform to the /opt/isdapi/ directory. 
2. Un-tar the ISDAPI_xxx.tar file into the  /opt/isdapi/ sub-directory  (xxx is either aix, 

hpux, solaris or linux) using the following command: 
tar -xvf  ISDAPI_xxx.tar 

3. Change directory to /opt/isdapi/ 
4. Run the setisdapi.sh shell script 

 
�
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3 ISDAPI Log File 
To verify that the process flow was successful, you can view the log file for the events that are 
generated.   

3.1 Windows 
The log file is located at the following (assuming a default install of C:\Capitalware\ISDAPI\ ): 
 

C:\Capitalware\ISDAPI\isdapi.log  
 
All log entries will be marked with either INFO or ERROR in columns 21 to 26. 
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� �
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��.���/���

�###%�
�

 

3.2 Unix and Linux 
The log file is located at the following (assuming a default install of /opt/isdapi/ ): 
 

/opt/isdapi/isdapi.log 
 
All log entries will be marked with either INFO or ERROR in columns 21 to 26. 
 

�
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� �
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�###%�
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4 Miscellaneous 
This section describes the extra files that were included to help the user get ISDAPI up and 
running in a very quick manner. 

4.1 Windows 
 
Sample IniFile 
The ‘ISDAPI.ini ’ file is a basic ISDAPI IniFile.  It has the standard IniFile parameters that the 
user may need to use or update.  The ‘ISDAPI.ini.readme’ file is a plain text help file with a 
description of the parameters. 
 
Rotate log script 
The ‘rotatelog.bat’ file is a Windows batch script to rotate (backup) the ISDAPI.log file.  
Actually, it is generic in implementation; hence, it can be used to rotate any log file that the user 
wishes to be rotated.  The batch script requires 2 parameters: log file name and the directory of 
log file.   
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4.2 Unix and Linux 
 
Sample IniFile 
The ‘ISDAPI.ini ’ file is a basic ISDAPI IniFile.  It has the standard IniFile parameters that the 
user may need to use or update.  The ‘ISDAPI.ini.readme’ file is a plain text help file with a 
description of the parameters. 
 
Rotate log script 
The ‘rotatelog.sh’ file is a Unix / Linux shell script to rotate (backup) the ISDAPI.log file.  
Actually, it is generic in implementation; hence, it can be used to rotate any log file that the user 
wishes to be rotated.  The shell script requires 2 parameters: log file name and the directory of 
log file.   
 
Sample daily CRON entry for Unix and Linux: 
 
0 0 * * * /opt/isdapi/bin/rotatelog.sh ISDAPI.log /opt/isdapi/  > /tmp/ISDAPI.log.run 2 > &1 
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5 Appendix A – ISDAPI IniFile 
The sample IniFile below is the isdapi.ini file supplied for Windows.  The IniFile supports the 
following keywords and their values:   
  
�
0�-,��
12�
0�-)�

1��3����	�
���
3������3������4
�-�
5��	
6����	
�0�-1(�
0��
��
1�
�
 
Note: Keywords are case sensitive. 
 

Keyword Description of Server-side keywords 
License License specifies the queue manager’s license key. Your license will look 

something like: 0000-AAAA-BBBBBBBB (Note: This is a sample license 
key. It will NOT work).  
 
e.g. 
License=0000-AAAA-BBBBBBBB 

LogFile LogFile specifies the location of the log file. The default is as follows:  
 
For Windows: 
LogFile=C:\Capitalware\ISDAPI\isdapi.log  
 
For Unix and Linux: 
LogFile=/opt/isdapi/isdapi.log 
 

LogMode LogMode specifies the type of logging the user has chosen. LogMode 
supports 3 values [Q / N / V / D] where Q is Quiet, N is Normal, V is 
Verbose and D is Debug.  The default value is Q. 
 
e.g. 
LogMode=N 

PassPhrase PassPhrase specifies a user’s supplied PassPhrase.  The PassPhrase must be 
exactly 15-characters/digits in length. 
 
e.g. 
PassPhrase=QPriiTJmr4j7aQ2P 

UsePP UsePP allows the user to specify their own PassPhrase.  UsePP supports 2 
values [Y / N].  The default value is N. 
 
e.g. 
UsePP=Y 
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Keyword Description of Server-side keywords 
WriteToSystemLog WriteToSystemLog specifies that ISDAPI write a log entry to the server's 

'logging system'.  On Windows, the server's 'logging system' is the Event Log 
and on Unix / Linux, it is the syslog.  WriteToSystemLog supports 2 values 
[Y / N].  The default value is N. 
 
The Unix / Linux syslog output can be found for each operating system as 
follows: 

�� AIX:  /var/log/messages 
�� HP-UX: /var/adm/syslog/syslog.log 
�� Linux:  /var/log/messages 
�� Solaris: /var/adm/messages 

 
e.g. 
WriteToSystemLog=Y 
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6 Appendix B – Encryption 
Instant Secure Data API uses the ‘Tiny Encryption Algorithm Variant’ (called TEAV or XTEA) 
for encryption and decryption of the caller’s data. 
 

6.1 TEA Encryption Algorithm 
 
This is relatively new, sufficiently strong and very compact and fast block cipher algorithm with 
a 128-bit key. It is not patented and is available in public domain. 
 
Initially, the Tiny Encryption Algorithm (TEA) was developed by David Wheeler and Roger 
Needham of Cambridge University Computer Lab, UK, in 1994:  
http://www.ftp.cl.cam.ac.uk/ftp/papers/djw-rmn/djw-rmn-tea.html 
 
Later it was enhanced and renamed  

�� Block TEA, XTEA or TEAN, 1997:  
http://www.ftp.cl.cam.ac.uk/ftp/users/djw3/xtea.ps  
http://en.wikipedia.org/wiki/XTEA 

 
�� And XXTEA, 1998:   

http://www.ftp.cl.cam.ac.uk/ftp/users/djw3/xxtea.ps 
 
The review, cryptanalysis, summary of attacks and discussion is presented by Matthew D. 
Russell in ‘An Overview of TEA and Related Ciphers’, 2004:   
http://www-users.cs.york.ac.uk/~matthew/TEA/TEA.html 
 
Also see the Tiny Encryption Algorithm website maintained by Simon Shepherd, Professor of 
Computational Mathematics, Director of the Cryptography and Computer Security Laboratory, 
Bradford University, England:  
http://www.simonshepherd.supanet.com/tea.htm 
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7 Appendix C – Support 
The support for Instant Secure Data API can be found at the following location: 
 
 
Interactive Forum at: 
www.capitalware.biz/forum.html 
 
Online Help Desk Ticketing System at 
www.capitalware.biz/phpst/ 
 
By email at: 
support@capitalware.biz 
 
By regular mail at: 
 

Capitalware Inc. 
Attn: ISDAPI Support 
90 Morrison Crescent 
Markham, Ontario Canada 
L3R9K9 
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8 Appendix D – Summary of Changes 
 

�� Instant Secure Data API v1.0.0 
o Initial release. 
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9 Appendix E – License Agreement 
This is a legal agreement between you (either an individual or an entity) and Capitalware Inc. By 
opening the sealed software packages (if appropriate) and/or by using the SOFTWARE, you 
agree to be bound by the terms of this Agreement. If you do not agree to the terms of this 
Agreement, promptly return the disk package and accompanying items for a full refund. 
SOFTWARE LICENSE 
 
1. GRANT OF LICENSE. This License Agreement (License) permits you to use one copy of the 
software product identified above, which may include user documentation provided in on-line or 
electronic form (SOFTWARE). The SOFTWARE is licensed as a single product, to an 
individual user, or group of users for Muliple User Licenses and Site Licenses. This Agreement 
requires that each user of the SOFTWARE be Licensed, either individually, or as part of a group. 
A Multi-User License provides for a specified number of users to use this SOFTWARE at any 
time. This does not provide for concurrent user Licensing. Each user of this SOFTWARE must 
be covered either individually, or as part of a group Multi-User License. The SOFTWARE is in 
use on a computer when it is loaded into the temporary memory (i.e. RAM) or installed into the 
permanent memory (e.g. hard disk) of that computer. This software may be installed on a 
network provided that appropriate restrictions are in place limiting the use to registered users 
only. 
 
2. COPYRIGHT. The SOFTWARE is owned by Capitalware Inc. and is protected by United 
States Of America and Canada copyright laws and international treaty provisions. You may not 
copy the printed materials accompanying the SOFTWARE (if any), nor print copies of any user 
documentation provided in on-line or electronic form. You must not redistribute the registration 
codes provided, either on paper, electronically, or as stored in the files ISDAPI.ini or any other 
form. 
 
3. OTHER RESTRICTIONS. The registration notification provided, showing your authorization 
code and this License is your proof of license to exercise the rights granted herein and must be 
retained by you. You may not rent or lease the SOFTWARE, but you may transfer your rights 
under this License on a permanent basis, provided you transfer this License, the SOFTWARE 
and all accompanying printed materials, retain no copies, and the recipient agrees to the terms of 
this License. You may not reverse engineer, decompile, or disassemble the SOFTWARE, except 
to the extent the foregoing restriction is expressly prohibited by applicable law. 
 
LIMITED WARRANTY 
 
LIMITED WARRANTY. Capitalware Inc. warrants that the SOFTWARE will perform 
substantially in accordance with the accompanying printed material (if any) and on-line 
documentation for a period of 365 days from the date of receipt. 
 
CUSTOMER REMEDIES. Capitalware Inc. entire liability and your exclusive remedy shall be, 
at Capitalware Inc. option, either (a) return of the price paid or (b) repair or replacement of the 
SOFTWARE that does not meet this Limited Warranty and that is returned to Capitalware Inc. 
with a copy of your receipt. This Limited Warranty is void if failure of the SOFTWARE has 
resulted from accident, abuse, or misapplication. Any replacement SOFTWARE will be 
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warranted for the remainder of the original warranty period or thirty (30) days, whichever is 
longer. 
 
NO OTHER WARRANTIES. To the maximum extent permitted by applicable law, Capitalware 
Inc. disclaims all other warranties, either express or implied, including but not limited to implied 
warranties of merchantability and fitness for a particular purpose, with respect to the 
SOFTWARE and any accompanying written materials. 
 
NO LIABILITY FOR CONSEQUENTIAL DAMAGES. To the maximum extent permitted by 
applicable law, in no event shall Capitalware Inc. be liable for any damages whatsoever 
(including, without limitation, damages for loss of business profits, business interruption, loss of 
business information, or other pecuniary loss) arising out of the use or inability to use the 
SOFTWARE, even if Capitalware Inc. has been advised of the possibility of such damages. 
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10 Appendix F – Notices 
 
Trademarks: 
 
AIX, IBM, MQSeries, OS/2 Warp, OS/400, iSeries, MVS, OS/390, WebSphere, WebSphere MQ 
and z/OS are trademarks of International Business Machines Corporation. 
 
HP-UX is a trademark of Hewlett-Packard Company. 
 
Intel is a registered trademark of Intel Corporation. 
 
Java, J2SE, J2EE, Sun and Solaris are trademarks of Sun Microsystems Inc. 
 
Linux is a trademark of Linus Torvalds. 
 
Mac OS X is a trademark of Apple Computer Inc. 
 
Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft 
Corporation. 
 
UNIX is a registered trademark of the Open Group. 
 
WebLogic is a trademark of BEA Systems Inc. 
 
 
 
 
 
 
 


