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1 Introduction

1.1 Overview

MQAUSX-ISPF-GUI for z/OSapplication allows the user to create or updateAQX
IniFiles.

MQ Authenticate User Security Exit for z/OS is awsolution that allows a company to fully
authenticate a user who is accessing a WebSphereebtQrce. It verifies the User's Userld and
Password against the z/OS server's native OS system

The security exit will operate with WebSphere MQ3:% or v6.0 in z/OS environments. It
works with the Server Connection Channels andCl@nt Connection Channels of WebSphere
MQ gueue manager.

The MQ Authenticate User Security Exit for z/OSwimn is comprised of 2 components: client-
side security exit and server-side security exit.

MQAUSX-ISPF-GUI for z/OS creates or updates Inifilleat are located on server-side security
exit.

MQAUSX-ISPF-GUI for z/OS is a standard ISPF applarathat can run under ISPF on z/OS.
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2 Installation

This chapter will describe the installation andfaguration (optional) of MQAUSX-ISPF-GUI
for z/OS.

2.1 Prerequisites

This section lists the required hardware and so#weamponents needed to run the MQAUSX-
ISPF-GUI for z/OS application.

2.1.1 Operating System
MQAUSX-ISPF-GUI for z/OS can be installed on anytlué following supported servers:

2.1.1.1 IBM z/OS
IBM z/OS v1.4 or higher

2.1.2 WebSphere MQ

WebSphere MQ for z/OS v5.3.1
WebSphere MQ for z/OS v6.0

2.2 Setting Up and Running the Application

The following section provides instructions on allshg and running the MQAUSX-ISPF-GUI
for z/OS application:

2.2.1 z/OS Installation

To install the MQAUSX for z/OS, first unzip tmeqausx-ispf-gui-for-zos-setup.zip The zip
file contains 3 z/OS XMIT prepared datasets.

MQAUSX.CLIST.ZOS is the XMIT dataset that contains the REXX script.
MQAUSX.ISPPLIB.ZOS is the XMIT dataset that contains the ISPF panels.
MQAUSX.ISPMLIB.ZOS is the XMIT dataset that contains the ISPF message
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Steps to install the server-side security exit:

1. ftp the z/OS XMIT prepared datasets to the Z/GAR.

" # S "$H%& $ #()*&
+-./01 2
+-./ 33142
+,-./ 3+142

If the user receives the following error messaga tthey will need to pre-allocate the
z/OS datasets:

ftp> put MQAUSX.CLIST.ZOS

200 Port request OK.

550-SVC99 RETURN CODE=4 S99INFO=0 S99ERROR=38656 HEX=9700 S99ERSN code X'000003F3'.
550 Unable to create data set xxxxx.MQAUSX.CLIST.ZOS for STOR command.

ftp> put MQAUSX.ISPPLIB.ZOS

200 Port request OK.

550-SVC99 RETURN CODE=4 S99INFO=0 S99ERROR=38656 HEX=9700 S99ERSN code X'000003F3'.
550 Unable to create data set xxxxx.MQAUSX.ISPPLIB.ZOS for STOR command.

ftp> put MQAUSX.ISPMLIB.ZOS

200 Port request OK.

550-SVC99 RETURN CODE=4 S99INFO=0 S99ERROR=38656 HEX=9700 S99ERSN code X'000003F3'.
550 Unable to create data set xxxxx.MQAUSX.ISPMLIB.ZOS for STOR command.

To pre-allocating the XMIT datasets go to optiod 8f ISPF and allocate the 3 datasets:
MQAUSX.CLIST.ZOS, MQAUSX.ISPPLIB.ZOS and MQAUSX.ISR.IB.ZOS.

Use the following dataset attributes when allogathe 3 datasets:

Space

Units BLOCKS
Primary Quantity 40
Secondary Quantity 40
Directory Blocks 0

DCB Parameters
RECFM FB
LRECL 80
BLKSIZE 3120
DsnType \ Blank

After the user has pre-allocated the datasets,daeyedo the ftp commands.
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2. Logonto z/OS LPAR and issue the following T&nmands:

51016! 78--19+,-./01 2 :
510! 6! 78--19+,-./ 33142 :
5101 6! 78--19+,-./ 3+142 : | 3+142:

After issuing the above commands, the followingdoit datasets will appear:

+HLQ+.CPTLWARE.MQAUSX.CLIST s the dataset that contains the REXX script.
+HLQ+.CPTLWARE.MQAUSX.ISPPLIB is the dataset that contains the ISPF panels.
+HLQ+.CPTLWARE.MQAUSX.ISPMLIB is the dataset that contains the ISPF
messages.

2.2.2 z/OS Customization

Before executing MQAUSX-ISPF-GUI, the user musttoosze the high-level qualifier (hlq) of
the dataset name. Edit the ‘+hlg+.CPTLWARE.MQAUGKIST(MQAUSXGUI)’ member
and update line number 25 with your datasets hegktlqualifier:

<1, $=% $ =
D1, #> 72<1,2 031@-5! +,-. />

Update +HLQ+" with your high-level qualifier.

2.2.3 Execute

To execute MQAUSX-ISPF-GUI for z/OS, go to optiofr@m the main ISPF menu (or type =6)
the do the following command:

A?<1,?203 1@-5!+,-./01 9+,-./B.:C

Replace ‘+HLQ+’ with your high-level qualifier.
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3 Creating / Updating IniFiles

This chapter will describe the how to create andfmtate IniFiles.

3.1 New / Open IniFile

This section will describe how to open a MQAUSXHIihe to be viewed or edited. The IniFile
can be for a local or remote MQAUSX implementation.

At the main menu of MQAUSX-ISPF-GUI for z/OS, inghe name of a partitioned dataset with
the member name or a sequential file.

z/MOAUSw I5PF GUI

PF3 or PFL1Z to Cancel.

The input IniFile can be a member of partitionethdat (PDS) or a sequential file. Use ISPF
option ‘3.2’ to allocate your file as you wish. istrecommended that you use the following
values:

Space
Units MB
Primary Quantity 2
Secondary Quantity 10
Directory Blocks 50
DCB Parameters
RECFM VB
LRECL 255
BLKSIZE 27998
DsnType | PDS
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3.2 Save IniFile
This section will describe how to save an open M@XUniFile.

From the main menu of MQAUSX-ISPF-GUI for z/OS emltheS option and then press Enter.

Option

it the Proxy
it the U
it the IF Fil £ s
the %= Client Channel Settings

ze the IniFile

e the updates to the IniFile

FF3 or PF1Z to Cancel.
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4 Option Panels

This chapter will describe the various parametersach panel.

4.1 General Panel

This section will describe various parameters @nGleneral Panel of a MQAUSX IniFile. From
the main menu select the numbesption and then press Enter to go to the GenenadlP

The following is the General Panel with defaultues:

Sequence Mumber ===}

'F3 to Return or PF1l2 to Can

The following are the IniFile parameters on the &ahPanel:

License keyis provided by Capitalware Inc. and is the mecéranon to license
MQAUSX to a particular gueue manager. Your licemdelook something like: 0000-AAAA-
BBBBBBBB (Note: This is a sample license only and WOT work).

Description parameter is optional and is not used by MQAUSXah be used to
provide a brief description / purpose of the IneFil

NoAuth allows the MQ Administrator to disable authentigatin the server-side
security exitBe very careful when disabling authentication beaithe connecting user will
not need a client-side security exit to make a gatbnnection to the channellhis is controlled
by the IniFile's property keyword 'NoAuth'. SettiitnpAuth’ to 'Y' (Yes) will disable server-side
authentication.

LogMode specifies what type of logging the user wishelsawe. LogMode supports 4
values: Quiet, Normal, Verbose and Debug. The diefalue is Normal.
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LogFile specifies the location of the log file. The defawlue for z/OS is: SYSPRINT

WriteToSystemLog specifies for each connection attempt that a tdgyebe written to
the system log via a WTO (Write To Operator) comchan

UseServerNameallows MQ Admin to designate a server name toéhisty.
UseServerName supports 2 values [Yes / No]. Thaultefalue is No.

ServerNamespecifies a default server name for this entityisvalue will be transmitted
to the end-user. For a Windows Server, you mayigpacdomain name. The default is the
server's hostname.

SequenceNumber

SequenceNumberFlags a z/OS (0S/390) only flag. It states whethemairthere are
sequence numbers in columns 72 to 80. SequnceN&tabgesupports 2 values [Yes / No]. The
default value is No.
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4.2 Authentication Panel

This section will describe various parameters @Ahthentication panel of a MQAUSX IniFile.
From the main menu select the numbeption and then press Enter to go to the Authatitin
Panel.

The following is the Authentication Panel with défavalues:

z/MOAUS» ISPF GUI - Authentication Setting

COMMAND ===>

Authentication Order:
lseAuthlrder === AuthlOrder ===3

The following are the IniFile parameters on the Fauttication Panel:

4.2.1 File Based Authentication

This section describes the necessary steps toeeitalel Based Authentication' (FBA). By
default, the server-side security exit will do Udeand Password against the native OS. The
company or MQ Administrator can choose to haveenttbation against a file-based look-up
system.

UseFBAallows the Userld and Password to be verifiedrega file rather than the OS.
FBAFile specifies the file name and location of the fdelb the Userld and Password
verification.
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4.2.2 Authentication Order

This section describes the necessary steps toeebiglrld and Password against multiple
authentication sources and the order in which teeseces will be tested. Currently, MQAUSX
supports 3 authentication sources: files and mgausx

UseAuthOrder allows the company or MQ Admin to select the olidexhich the
authentication to security services will occur

AuthOrder specifies which authentication method to be exatand the order of
execution. AuthOrder supports the following 3 value

- files means the authentication will be against the |Gl
- mgausxmeans the authentication will be against MQAUSMKatted file (i.e. FBA).

Note: If more than one authentication method i<ieel for AuthOrder parameter then the
authentication order will be from left to right.
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4.3 Proxy Panel

This section will describe various parameters @Rloxy tab of a MQAUSX IniFile. From the
main menu select the numi&option and then press Enter to go to the ProxgPan

The following is the Proxy Panel with default vadue

COMMAMD ===2

Proxy [ M
y File DD

FF3 to Return or FPF1Z to Cancel.

This section describes the necessary steps toestiablise of 'Proxy IDs'. Proxy ID allows an
authorized User to use a different UserID for M@iactions.

The following are the IniFile parameters on thexyrBanel:

UseProxyallows an authorized User to use a different Uéol MQ interactions.
ProxyFile specifies the location of the file to do alterngteerID look-up.

The format of the Proxy file is similar to an Iné&or properties file where each keyword has an
associated value. Each keyword and its value & sgparate line. The format is as follows:

6% . 8#3 8
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4.4 Userld Panel

This section will describe various parameters @enUkerld tab of a MQAUSX IniFile. From the
main menu select the numbBkoption and then press Enter to go to the UseritePa

The following is the Userld Panel with default vegu

z-MQAUSHE TSPF GUI - Userld Setting |Ekelisy=T N =T =}

SCROLL ===»

Line Cmd: A Add Userld or D Delete U=zerld

Cmd UserId

i Bottom of data s

The following are the IniFile parameters on the lis@anel:

Allowmgm enables users to login with the mgm or MUSR_MQADMIr QMQM system
account. This is controlled by the IniFile's pragdeyword 'Allowmgm'. Setting 'Allowmgm’ to
Yes will activate this feature; otherwise, it Wik blocked.

AllowBlankUserld enables connection to have a blank Useflls parameter is only
valid when 'NoAuth' is set to "YesThis is controlled by the IniFile's property keyo
‘AllowBlankUserID'. Setting ‘AllowBlankUserID' teyes' will allow connections to have a blank
UserlD.

UseMCAUSserallows the connection to use the UserID value ifpedn the channel’s
MCAUSER field.

AllowMQCSPAuth enables WebSphere MQ v6.0's new MQSCP securiigtste.
Setting 'AllowMQCSPAuth' to "Yes' will allow use BMfQCSP.

Allow Incoming UserID enables the feature to allow or to restrict ttwming UserID by
using a regular expression pattern. This paranmtarly valid when 'NoAuth' is set to 'Y'. The
server-side security exit will look up the regudaipression pattern from the 'AllowUserID’
property keyword.
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Managing Userld entries

Use the Line Commandl and then press Enter to add an entry to the list.
Use the Line Command and then press Enter to delete an entry fromighe |
To update an entry, simply type over the existinfyyeand then press Enter.
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4.5 |P Filtering Panel

This section will describe various parameters @nlehFiltering tab of a MQAUSX IniFile.

From the main menu select the numbeption and then press Enter to go to the IP Hilger
Panel.

The following is a IP Filtering Panel with defaultlues:

The following are the IniFile parameters on thd-IRering Panel:

UseAllowlIP to allow or restrict an incoming IP address byigsa regular expression
pattern. This is controlled by the IniFile's prageteyword 'UseAllowlIP'. Setting 'UseAllowIP"

to 'Yes' will cause the server-side security exibbk up the regular expression pattern from the
'‘AllowIP’ property keyword.

IP Address Filtersis a list of IP Addresses (with wildcards) thag atlow to connect to
gueue manager or particular channel.

Managing IP Filtering entries

Use the Line Commandl and then press Enter to add an entry to the list.
Use the Line Command and then press Enter to delete an entry fromishe |
To update an entry, simply type over the existinggyeand then press Enter.
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4.6 Max Client Channel Panel

This section will describe various parameters eMax Client Channel (MCC) tab of a
MQAUSX IniFile. From the main menu select the namboption and then press Enter to go to
the Max Client Channel Panel.

The following is a Max Client Channel Panel witHalét values:

The following are the IniFile parameters on the MGbent Channel Panel:

4.6.1 Set Maximum Number of Incoming Connections pe  r Channel

This section describes the necessary entries @ eeiximum number of allowable connections
per a given channel. This is controlled by the ilei& property keyword 'UseMCC'. Setting
'UseMCC' to 'Y" (Yes) will cause the server-sideusiy exit to look up channel's name as a
property keyword in the IniFile.

For example, if 'UseMCC' is set to "Y' and the maag connection is on
'SYSTEM.ADMIN.SVRCONN', the server-side securitytexill look up in the IniFile the
keyword of 'SYSTEM.ADMIN.SVRCONN'. If the 'SYSTEMBMIN.SVRCONN' keyword is
not found, then the server-side security exit loillk up '‘DefaultMCC' keyword in the IniFile.

DefaultMCC is the default maximum number of connections adidvor the channel.

MCCRedoMinutes keyword states that the server-side securityshould issue PCF
command if more than 'x' minutes have passed s$ireckast PCF command was issued. The
default value for MCCRedoMinutes' is 720 minutes.
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MCCRedoCount keyword states that the server-side securityshould issue PCF
command if more than 'x' connection attempts passe# the last PCF command was issued.
The default value for ' MCCRedoCount' is 1000.

4.6.2 MQSC Command requirements

The MQAUSX for z/OS issues MQSC commands to gathannel status information.
Therefore, this sections describes the requiresvkeys:

ModelQueueNameis the name of the system model reply queue. Efeutt value for
'ModelQueueName' is SYSTEM.COMMAND.REPLY.MODEL.

CommandQueueNamas the name of the command queue used by the Qvianager’s
Command Server. The default value for 'CommandéName' is
'SYSTEM.COMMAND.INPUT".

TempDynPrefix is the queue name prefix that will be used whenQneue Manager
creates the temporary dynamic queue. The defaldevior ' TempDynPrefix ' is
'SYSTEM.MQAUSX.*.

4.6.3 Managing MCC entries

Use the Line Commandl and then press Enter to add an entry to the list.
Use the Line Command and then press Enter to delete an entry fromighe |
To update an entry, simply type over the existinfyyeand then press Enter.
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5 Appendix A - z/MQAUSX IniFile (Server-side)

The sample IniFile below is the MQAUSXIN file supga for z/OS. The IniFile supports the
following keywords and their values:

1+ #7
1D$#E357
. D4-#7

-$$  #7

. +00#7

. -$$ 3#7

. 3 #7

Note: Keywords are case sensitive

Keyword

Description of Server-side keywords

AllowBlankUserID

AllowBlankUserID specifies where or not to allow the incoming
connection to have a blank UserID valdihis feature is only valid
when the 'NoAuth' keyword is set to "Y'AllowBlankUserID supports
2 values [Y / N]. The default value is N.

e.g.
AllowBlankUserID=Y

AllowIP

AllowlP specifies a set of regular expression patterrighieancoming
channel's IP address will be parsed against. Tfaliés *'. You must
separate the IP regular expression patterns wjtlsemi-colon.

e.g.
AllowlP=192.168.*.1[0-5][0-9];127.0.0.2;10.*.*.[0}9

Note: Only used if UseAllowlP is set to Y’.

AllowMQCSPAuth

AllowMQCSPAuth specifies necessary entries to enable WebSphe
MQ v6.0's new MQSCP security structure. AllowMQ@Sith
supports 2 values [Y / N]. The default valueis Y.

e.g.
AllowMQCSPAuUth=Y

Allowmgm

Allowmgm specifies whether or not to allow a user to be ébllogin
using 'mgm’ (Unix), ' MUSR_MQADMIN' (Windows) or 'Q®M’
(OS/400) system account. Allowmgm supports 2 \&[e/ N]. The
default value is N.

e.g.

Allowmgm=Y

MQAUSX-GUI User Guide
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Keyword Description of Server-side keywords

AllowUserID AllowUserID specifies a set of regular expression patternsieat
incoming connection's UserID will be parsed againbis feature is
only valid when the 'NoAuth' keyword is set to "YThe default is *'.
You must separate each IP regular expression patién a ';' semi-
colon.

e.g.
AllowUserID=mq*;abc??;xyz[0-9][a-f];hr[0-9][0-9]

AuthOrder AuthOrder specifies which authentication sources that therldsand
Password will be tested against. The authenticairder is from left to
right. There are 2 supported values: files anduaga
e.g.

AuthOrder= files mgausx
Note: Only used if UseAuthOrder is set to Y’.

CommandQueueName | CommandQueueNamespecifies the name of the command queue U
by the Queue Manager's Command Server. The defalule is
SYSTEM.COMMAND.INPUT.

e.g.
CommandQueueName = SYSTEM.COMMAND.INPUT
Note: Only used if UseMCC is set to 'Y".

DefaultMCC DefaultMCC specifies a default maximum number of incoming
connections that a particular channel will allovefe is no default
value.

e.g.
DefaultMCC=25

FBAFile FBAFile specifies the DDName of the file that will be usedUserld
and Password authentication. The default valud&8ERAUTH'.
e.g.

FBAFile= USERAUTH
Note: Only used if UseFBA is set to ‘Y’.
License Licensespecifies the queue manager’s license key. Yoanse will

look something like: 0000-AAAA-BBBBBBBB (Note: This a sample
license only and will NOT work).

e.g.
License=0000-AAAA-BBBBBBBB

MQAUSX-GUI User Guide
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Keyword

Description of Server-side keywords

LogFile

LogFile specifies the location of the log file. The defaslas follows:

For z/OS:
LogFile=SYSPRINT

LogMode

LogMode specifies what type of logging the user wishelsawe.
LogMode supports 3 values [Q / N/ V] where Q ig&)uN is Normal
and V is Verbose. The default value is N.

e.g.
LogMode=N

MCCRedoCount

MCCRedoCount specifies the number of connection attempts taioc
before the next PCF 'display current channel statussued. The
default value is 1000.

e.g.
MCCRedoCount=1000

Note: Only used if UseMCC is set to ‘Y.

(@)

MCCRedoMinutes

MCCRedoMinutes specifies the period of time in minutes to wait
before the next PCF 'display current channel statissued. The
default value is 720 minutes.

e.g.
MCCRedoMinutes=720

Note: Only used if UseMCC is set to 'Y".

ModelQueueName

ModelQueueNamespecifies the name of the system model reply
gueue. The default value is 100.

e.g.
ModelQueueName = SYSTEM.COMMAND.REPLY.MODEL

Note: Only used if UseMCC is set to ‘Y.

NoAuth

NoAuth specifies whether or not to turn off authenticationthe
server-side security exiBe VERY careful with this option because if
set to "Y' then the user will not be prompted fdretir UserID &
password on the client-side even if they have thent-side security
exit enabled. NoAuth supports 2 values [Y / N]. The defaullais
N.

e.g.
NoAuth=Y

MQAUSX-GUI User Guide
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Keyword

Description of Server-side keywords

ProxyFile

ProxyFile specifies the DDName of the file to do alternasetlD
look-up. The default value is ‘PROXY".

e.g.
ProxyFile= PROXY

Note: Only used if UseProxy is set to ‘Y.

SequenceNumberFlag

SequenceNumberFlags a z/OS (0S/390) only flag. It states whethg
or not there are sequence numbers in columns 8@.to
SequnceNumberFlag supports 2 values [Y / N]. Téfawt value is N.

e.g.
SequenceNumberFlag = Y

1%
-

ServerName

ServerNamespecifies a default server name for this entityis value
will be transmitted to the end-user. For a Wind&esver, you may
specify a domain name. The default is the hostname.

e.g.
ServerName=ABC123

Note: Only used if UseServerName is set to ‘Y’.

TempDynPrefix

TempDynPrefix specifies the prefix to be used by the Queue Mana
when it creates the temporary dynamic queue. Traullevalue is
SYSTEM.MQAUSX.*.

e.g.
TempDynPrefix = SYSTEM.MQAUSX.*

Note: Only used if UseMCC is set to ‘Y.

UppercaseUserld

UppercaseUserldenables the incoming Userld to be folded to
uppercase. UppercaseUserld supports 2 valued]Y The default
value is N.

e.g.
UppercaseUserld=N

UseAllowlP

UseAllowlIP allows MQ Admin to allow or restrict incoming chael IP
address against a regular expression pattern. IlgsdR supports 2
values [Y / N]. The default value is N.

e.g.

UseAllowlP=Y

MQAUSX-GUI User Guide
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Keyword Description of Server-side keywords

UseAuthOrder UseAuthOrder allows the connection to be tested against mae th
one authentication sources. UseAuthOrder supgortdues [Y / N].
The default value is N.
e.g.
UseAuthOrder=Y

UseFBA UseFBAallows the Userld and Password to be authentiagadst a
file rather than the OS. UseFBA supports 2 vaJ¥elsN]. The default
value is N.
e.g.
UseFBA=Y

UseMCAUser UseMCAUserallows the connection to use the UserID valueifip€lc
in the channel's MCAUSER field. UseMCAUser supp@talues [Y /
N]. The default value is N.
e.g.
UseMCAUser=Y

UseMCC UseMCC allows MQ Admin to set a limit on the maximum nuenlof
connections to a given channel. UseMCC supportizes [Y / N].
The default value is N.
e.g.
UseMCC=Y

UseProxy UseProxyallows an authorized User to use a different UBéol MQ
interactions. UseProxy supports 2 values [Y / Whe default value is
N.
e.g.
UseProxy=N

UseServerName UseServerNameallows MQ Admin to designate a server name to th
entity. UseServerName supports 2 values [Y / Nje default value is
N.
UseServerName=Y

WriteToSystemLog WriteToSystemLog specifies that MQAUSX write a log entry to the

server's 'logging system'. On z/OS, the senleggihg system' is JES|
WriteToSystemLog supports 2 values [Y / N]. Théadét value is N.

e.g.

is

WriteToSystemLog =Y

MQAUSX-GUI User Guide
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6 Appendix B — Frequently Asked Questions (FAQ)

Q. Can IniFiles be create on Windows for MQAUSX on Unix?

A. Yes. Once the IniFile has been saved, the user can copy or ftp (in ASCIl mode) the
file to the remote server.
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7 Appendix C — Support
The support for MQAUSX-ISPF-GUI for z/OS can beridwat the following location:

Interactive Forum at:
www.capitalware.biz/forum.html

Online Help Desk Ticketing System at
www.capitalware.biz/phpst/

By email at:
support@capitalware.biz

By regular malil at:

Capitalware Inc.

Attn: MQAUSX-ISPF-GUI for z/OS Support
90 Morrison Crescent

Markham, Ontario Canada

L3R9K9
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8 Appendix D — Summary of Changes

MQAUSX-ISPF-GUI for z/OS v1.0.0
o Initial release.

MQAUSX-GUI User Guide Page24



9 Appendix E — License Agreement

This is a legal agreement between you (either diviolual or an entity) and Capitalware Inc. By
opening the sealed software packages (if appr@)raatd/or by using the SOFTWARE, you
agree to be bound by the terms of this Agreemégau do not agree to the terms of this
Agreement, promptly return the disk package andrapanying items for a full refund.
SOFTWARE LICENSE

1. GRANT OF LICENSE. This License Agreement (Liogngermits you to use one copy of the
software product identified above, which may induger documentation provided in on-line or
electronic form (SOFTWARE). The SOFTWARE is licetiges a single product, to an
individual user, or group of users for Muliple Udécenses and Site Licenses. This Agreement
requires that each user of the SOFTWARE be Licers#uer individually, or as part of a group.
A Multi-User License provides for a specified numbéusers to use this SOFTWARE at any
time. This does not provide for concurrent useehging. Each user of this SOFTWARE must
be covered either individually, or as part of augrddulti-User License. The SOFTWARE is in
use on a computer when it is loaded into the tearganemory (i.e. RAM) or installed into the
permanent memory (e.g. hard disk) of that compUteis software may be installed on a
network provided that appropriate restrictionsiarglace limiting the use to registered users
only.

2. COPYRIGHT. The SOFTWARE is owned by Capitalwiax®@ and is protected by United
States Of America and Canada copyright laws aranational treaty provisions. You may not
copy the printed materials accompanying the SOFT\EAiIRany), nor print copies of any user
documentation provided in on-line or electroniatiofyou must not redistribute the registration
codes provided, either on paper, electronicallygostored in the files mgausx.ini or any other
form.

3. OTHER RESTRICTIONS. The registration notificatiprovided, showing your authorization
code and this License is your proof of licensextereise the rights granted herein and must be
retained by you. You may not rent or lease the S@ARE, but you may transfer your rights
under this License on a permanent basis, providednansfer this License, the SOFTWARE
and all accompanying printed materials, retain oypes, and the recipient agrees to the terms of
this License. You may not reverse engineer, declemnpi disassemble the SOFTWARE, except
to the extent the foregoing restriction is exprggsbhibited by applicable law.

LIMITED WARRANTY

LIMITED WARRANTY. Capitalware Inc. warrants thatefSOFTWARE will perform
substantially in accordance with the accompanymggd material (if any) and on-line
documentation for a period of 365 days from the ddireceipt.

CUSTOMER REMEDIES. Capitalware Inc. entire lialyiland your exclusive remedy shall be,
at Capitalware Inc. option, either (a) return & grice paid or (b) repair or replacement of the
SOFTWARE that does not meet this Limited Warramtg that is returned to Capitalware Inc.
with a copy of your receipt. This Limited Warrangyvoid if failure of the SOFTWARE has
resulted from accident, abuse, or misapplicatiamy feplacement SOFTWARE will be
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warranted for the remainder of the original warygeeriod or thirty (30) days, whichever is
longer.

NO OTHER WARRANTIES. To the maximum extent perntttey applicable law, Capitalware
Inc. disclaims all other warranties, either expmssnplied, including but not limited to implied
warranties of merchantability and fitness for aipatar purpose, with respect to the
SOFTWARE and any accompanying written materials.

NO LIABILITY FOR CONSEQUENTIAL DAMAGES. To the maxnum extent permitted by
applicable law, in no event shall Capitalware Ine liable for any damages whatsoever
(including, without limitation, damages for losstofsiness profits, business interruption, loss of
business information, or other pecuniary loss)irgigut of the use or inability to use the
SOFTWARE, even if Capitalware Inc. has been advidatie possibility of such damages.
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10 Appendix F — Notices

Trademarks:

AlX, IBM, MQSeries, OS/2 Warp, OS/400, iSeries, M\@S/390, REXX, ISPF, TSO,
WebSphere, WebSphere MQ and z/OS are tradematkteahational Business Machines
Corporation.

HP-UX is a trademark of Hewlett-Packard Company.

Intel is a registered trademark of Intel Corponatio

Java, J2SE, J2EE, Sun and Solaris are trademagsnaflicrosystems Inc.

Linux is a trademark of Linus Torvalds.

Mac OS X is a trademark of Apple Computer Inc.

Microsoft, Windows, Windows NT, and the Windows dogre trademarks of Microsoft
Corporation.

UNIX is a registered trademark of the Open Group.

WebLogic is a trademark of BEA Systems Inc.
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