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1 Introduction

1.1 Overview

MQ Instant Secure DatgdMQISD) provides encryption for MQ message ddtacryptography,
encryption is the process of transforming informatinto an unreadable form (encrypted data).
Decryption is the reverse process. It makes tleypted information readable again. Only
those with the key (PassPhrase) can successfullymtehe encrypted data.

MQISD is a solution that allows a company to entmessage data, which flows between
WebSphere MQ (WMQ) resources. MQISD operates WIMQ v5.3 or v6.0 (and MQSeries
v5.2) in Windows, Unix and Linux environments. fierates with Sender, Receiver, Server,
Requestor, Cluster-Sender, Cluster-Receiver, S&wanection and Client Connection channels
of the WMQ queue managers.

MQISD is a simple drop-in solution that providegpiographic protection for WMQ queue
managers. The protection can be Node-to-Node ortéifithd.

Node-to-Node protection means all messages floewrey a channel between 2 queue
managers will be encrypted.

End-to-End protection means application-level mgssiata flowing between 2 WMQ
Client applications will be encrypted.

The MQISD solution can be configured as a queueaganchannel message exit or as a channel
sender/receive exit pair.

MQISD uses TEA Variant to encrypt the data. Thé Nariant is a fast block cipher algorithm
with a 128-bit key. The algorithm is simple, fasid secure.

1.2 Executive Summary

The MQISD solution is an MQ encryption exit. Itagailable for a wide range of platforms:
AIX, HP-UX, Linux, Solaris and Windows.

Major Features of MQ Instant Secure Data:

Easy to set up and configure (unlike SSL)

No application changes required

Can be configured as either Node-to-Node or EnB#td-solution

In Node-to-Node mode, all message data flowing evenannel will be encrypted
(nothing missed or forgotten)

Extremely fast encryption/decryption methodologingsTEA Variant 128-bit key
Standard MQ feature, GET-with-Convert, is supported

Provides high-level logging capability for encrypti/ decryption processing
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1.3 Context Diagram (Logical View)
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1.4 Prerequisites

This section details the minimum supported softiavels. These prerequisites apply to both
client-side and server-side installations of MQdm$ Secure Data.

1.4.1 Operating System
MQ Instant Secure Data can be installed on anfi@fdllowing supported servers:

1.4.1.1 IBM AIX
IBM AIX 5L version 5.1 or higher

1.4.1.2 HP-UX PA-RISC
HP-UX v11.00 or higher

1.4.1.3 Linux x86
Linux kernel, version 2.4
glibc version 2.2.5 or greater

Sample distributions:
Red Hat Linux v7.3
SUSE Linux Enterprise Server v7

1.4.1.4 Linux x86_64 (64-bit)
Sample distributions:
Red Hat Enterprise Linux v4.0
SUSE Linux Enterprise Server v9

1.4.1.5 Linux on POWER
Sample distributions:
Red Hat Enterprise Linux v3.0 (with Update 2)
Red Hat Enterprise Linux v4.0
SUSE Linux Enterprise Server v9

1.4.1.6 Linux on zSeries (32-bit)
Linux kernel, version 2.4
glibc version 2.2.5 or greater

Sample distributions:
Red Hat Enterprise Linux v3.0 (with Update 2)
SUSE Linux Enterprise Server v8 (with Service Pack
SUSE Linux Enterprise Server v9

1.4.1.7 Linux on zSeries (64-bit)
Sample distributions:
Red Hat Enterprise Linux v4.0
SUSE Linux Enterprise Server v9
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1.4.1.8 Sun Solaris
Solaris SPARC v8 or higher
Solaris v10 x86_64 (64-bit)

1.4.1.9 Windows
Windows NT, 2000 or 2003 Server (32-bit)
Windows XP Professional (32-bit)

1.4.2 WebSphere MQ

WebSphere MQ v5.3 (or MQSeries v5.2)
WebSphere MQ v6.0 (both 32-bit and 64-bit)

Operating System WMQ v5.3 (or MQ 5.2 WMQ v6.0
AIX v5.1 or higher 32-bit 64-bit
HP-UX PA-RISC v11.00 or higher 32-bit 64-bit
Linux x86 32-bit 32-bit
Linux x86_ 64 64-bit

Linux on POWER 64-bit

Linux on zSeries 32-bit 32-bit & 64-bit
Solaris SPARC v8 or higher 32-bit 64-bit
Solaris x86_64 v10 F 64-bit
Windows NT, 2000, 2003 & XP Pro 32-bit 32-bit
MQISD Installation and Operation Manual Page5




2 Installing MQ Instant Secure Data

This section describes how to install CapitalwaM@ Instant Secure Data. For Windows, it is
available as a Windows installer package caltegisd-setup.exe When the user runs this
package, it will install the server-side encrypteoiit.

2.1 Server-side Security Exit

The following files are the platform specific sengde encryption exits and the required
initialization file (IniFile).

mgqisd.dll is the actual encryption exit DLL for Windows thatl be invoked by the MQ
Server component.

mgqisd is the actual encryption exit shared library fenixJor Linux that will be invoked
by the MQ Server component.

ISDJ.jar is the actual client-side encryption exit thatlwicrypt the message data that
will be invoked by the MQ Client component. It véggs Java v1.3 or higher.
mgqisd.ini is a sample initialization file for the server-sidncryption exit.
mgqisd.sample.MQA1.mgsds a sample ‘MQA1’ MQSC script to define MQ chalme
with the message exit.

mgqisd.sample.MQB1.mgsds a sample ‘MQB1’ MQSC script to define MQ chalsne
with the message exit.

AddRegistryEntries.bat is a simple Windows batch file to add Event Logisey
entries.

mgqisd.regis the registry entries for the Windows Event Log.

rotatelog.shis a simple Unix shell script roll the log file éobackup file.
rotatelog.batis a simple Windows batch file to roll the logefilo a backup file.
setisd.shis a simple Unix shell script to set the apprderidle permissions.

2.1.1 Windows Installation

To install the encryption exit on Windows, firstaijm themqisd-setup.zipand then run the
mqisd_setup.exe file. Follow the on-screen instoms and the encryption exit will be installed
in theC:\Capitalware\MQISD\ directory (default installation).

The user may copy or ftp the mqisd.dll, mgisd AddRegistryEntries.bat and mqisd.reg files
from one Windows server to another Windows server.

MQISD Installation and Operation Manual Page6



2.1.2 Unix and Linux Installation for WebSphere MQ  v5.3 or v6.0 (32-bit)

To install the 32-bit version of MQISD on Unix omlux, first unzip thengisd-setup.zipand

then select the appropriate TAR file for the taqgatform. You will find 6 TAR files in the
original ZIP file:

AlIX/mqgisd_aix.tar
HPUX/mqisd_hpux.tar
Java/ISDJ.jar
Linux_x86/mqisd_linux.tar
0 Linux_x86/glibc_2.2.5/mqisd_linux_glibc_2.2.5.tar (earlier releases of Linux)
Linux_zSeries/32-bit/mqisd_linux_zseries32.tar
Solaris_SPARC/mqisd_solaris.tar

Steps to install the server-side encryption exit:

1. ftp or copy the selected TAR file to the targkettform to thevar/mgm/exits/directory.

2. Un-tar the mgisd_xxx.tar file into thivar/mgm/exits/isub-directory (xxx is either aix,
hpux, solaris or linux)

3. Change directory ttvyar/mgm/exits/
4. Next, do the following commands againsjisd

2.1.3 Unix and Linux Installation for WebSphere MQ  v6.0 (64-bit)

To install the 64-bit version of MQISD on Unix oimlux, first unzip thengisd-setup.zipand

then select the appropriate TAR file for the taqgatform. You will find 7 TAR files in the
original ZIP file:

AlIX/mqgisd_aix64.tar

HPUX/mqisd_hpux64.tar
Linux_x86_64/mqisd_linux_x86_64.tar
Linux_POWER/mgqisd_linux_power64.tar
Linux_zSeries/64-bit/mqisd_linux_zseries64.tar
Solaris_ SPARC /mqisd_solaris64.tar
Solaris_x86_64/mqisd_solaris_x86_64.tar

Steps to install the server-side encryption exit:

1. ftp or copy the selected TAR file to the targkttform to thevar/mgm/exits64/
directory.

2. Un-tar the mgisd_xxx.tar file into thivar/mgm/exits645ub-directory (xxx is either aix,
hpux, solaris or linux)

3. Change directory tlwvar/mgm/exits64/
4. Next, do the following commands againsjisd
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2.1.4 I1BM APAR 1Y91269

Recently, an issue was discovered with IBM’s WeleEeMQ for Windows v6.0.2.1. This
issue affects the use of any client-side Send ceike exits including MQISD. IBM has fixed
the issue. The fix will be included in the WebSgh®1Q for Windows v6.0.2.2 and higher
releases.

http://www-1.ibm.com/support/docview.wss?uid=swg2I?69
A copy of the fix has been included in the diregi@&PAR_1Y91269, which can be found on

the MQISD CD and in the MQISD download file. Pledsllow the directions in the
README.txt file found in the APAR_1Y91269 directary
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3 Configuring QMgr to QMgr Channels

This section describes how to configure the enaoppxit.
For normal operation of the MQISD solution, allttierequired is the license key, supplied by

Capitalware Inc. in the MSGDATA attribute field.
MSGDATA

Where ‘0000-AAAA-BBBBBBBB' is the license key sulpgd by Capitalware Inc.
For debugging purpose, the MQ Admin can specifindfile in the MSGDATA attribute.

For Windows, the MSGDATA attribute would be:

e HIDYER'
For Unix and Linux for WebSphere MQ v5.3 or v6.Q3t), the MSGDATA attribute
would be:
( €@«

For Unix and Linux for WebSphere MQ v6.0 (64-bije MSGDATA attribute would

be:
(¢

Note: Message Exit Data must NOT exceed 32 charexcte
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3.1 Sender Channel
This section describes the necessary entries taesttae encryption exit. The MQ Administrator
will need to update 2 fields of the SENDER Charthat the encryption exit will be applied to.

3.1.1 Windows
On Windows, MSGEXIT and MSGDATA will contain thellmwing values assuming a default

install.

MSGEXIT
™ YR )YWe&™ +

* 0+ . )HS 012 #$ 0/+ . 1347)&5+ 6
154134*)1 4+ 6
THW1S) I#$ 0 7#%1/ + 6
2--#)/089 0)0 0 +/+ 6

HE&XTL) | "HSWE  )%&™* + I+6
#&:' 1) I+6
5*4 *

3.1.2 Unix and Linux for WebSphere MQ v5.3 or v6.0  (32-bit)
On Unix and Linux, MSGEXIT and MSGDATA will contaitme following values assuming a
default install:

MSGEXIT
CCC )%™ +

F0* .+ )HS 012 #% 0/+ . 134985+ 6
154134%)1 4+ 6
T#%1$) I#$ 0 T#%1/ + 6
2--#%) /089  0)0 0 +/+ 6
#&XTHLI( ( ( ( )%&* ++6
#&:' 1)l I+6
5*4 *

3.1.3 Unix and Linux for WebSphere MQ v6.0 (64-bit)
On Unix and Linux (excluding Linux x86), MSGEXIT aMSGDATA will contain the
following values assuming a default install:

MSGEXIT
(CC ()%™ +

FO* .+ )HS 012 #% 0/+ . 134985+ 6
154134%)1 4+ 6
TH%1$) I#$ 0 T#%1/ + 6
2--#%) /089  0)0 0 +/+ 6
#&XTHLI( ( ( ( )%&* ++6
#&:' 1)l I+6
54 *
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3.2 Receiver Channel

This section describes the necessary entries taesttae encryption exit. The MQ Administrator
will need to update 2 fields of the RECEIVER Chdrthat the encryption exit will be applied
to.

3.2.1 Windows
On Windows, MSGEXIT and MSGDATA will contain thellmwing values assuming a default
install.

MSGEXIT
Lron HIDYER YRR +

*%-* . --*)H#$012#$0/+ .134*)55+6
154134*)14+6

HE&XTWL) | "HSWE  )%&™* + I+6
#&:' 1) I+6
5*4 *

3.2.2 Unix and Linux for WebSphere MQ v5.3 or v6.0  (32-bit)

On Unix and Linux, MSGEXIT and MSGDATA will contathe following values assuming a
default install:

MSGEXIT
CCC )%™ +

*%-* . --*)H$012#$0/+ .134*)5,5+6
154134*)14+6
#&*T%1)( ( (" ( )%&™ +/+6
#&:"'1)/ /+6
5*4 *

3.2.3 Unix and Linux for WebSphere MQ v6.0 (64-bit)

On Unix and Linux (excluding Linux x86), MSGEXIT aMSGDATA will contain the
following values assuming a default install:

MSGEXIT
(CC(wer +

*%-* . --*)H$012#$0/+ .134*)5,5+6
154134*)14+6
#&*7%1)( ( (" ( )%&™* +/+6
#&:"'1)/ /+6
5*4 *
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3.3 Server Channel
This section describes the necessary entries taestiae encryption exit. The MQ Administrator
will need to update 2 fields of the SERVER Charthat the encryption exit will be applied to.

3.3.1 Windows
On Windows, MSGEXIT and MSGDATA will contain thellmwing values assuming a default

install.

MSGEXIT
™ YR )YWe&™ +

* 0+ . )/#S 012 #5 0/+ . 134")&5+ 6
154134*)1 4+ 6
THW1S) I#$ 0 7#%1/ + 6
2--#)/089 0)0 0 +/+ 6

HE&XTL) | "HSWE  )%&™* + I+6
#&:' 1) I+6
5*4 *

3.3.2 Unix and Linux for WebSphere MQ v5.3 or v6.0  (32-bit)
On Unix and Linux, MSGEXIT and MSGDATA will contaitme following values assuming a
default install:

MSGEXIT
CCC ()mes +  )wa* +

F0h* .+ )HS 012 #% 0/+ . 134985+ 6
154134%)1 4+ 6
T#%1$) I#$ 0 T#%1/ + 6
2--#%) /089  0)0 0 +/+ 6
#&XTHLI( ( ( ( )%&* ++6
#&:' 1)l I+6
5*4 *

3.3.3 Unix and Linux for WebSphere MQ v6.0 (64-bit)
On Unix and Linux (excluding Linux x86), MSGEXIT aMSGDATA will contain the
following values assuming a default install:

MSGEXIT
(CC ()%™ +

F0h* .+ )HS 012 #% 0/+ . 134985+ 6
154134%)1 4+ 6
THY%1$) I#$ 0 T#%1/ + 6
2--#%) /089  0)0 0 +/+ 6
#&XTHLI( ( ( ( )%&* ++6
#&:' 1)l I+6
54 *
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3.4 Requestor Channel

This section describes the necessary entries taestiae encryption exit. The MQ Administrator
will need to update 2 fields of the REQUESTOR Cladtihat the encryption exit will be applied
to.

3.4.1 Windows
On Windows, MSGEXIT and MSGDATA will contain thellmwing values assuming a default
install.

MSGEXIT
I DR YU+

*%-* . --*) [H#$ 0 12 #$ 0/+ . 134*) 53&15 + 6
154134*)14+6

HE&XTWL) | "HSWE  )%&™* + I+6
#&:' 1) I+6
5*4 *

3.4.2 Unix and Linux for WebSphere MQ v5.3 or v6.0  (32-bit)

On Unix and Linux, MSGEXIT and MSGDATA will contathe following values assuming a
default install:

MSGEXIT
CCC )%™ +

*%-* . --*) /#$ 012 #$ 0/+ . 134*) 5$&15+ 6
154134*)14+6
#&*T%1)( ( (" ( )%&™ +/+6
#&:"'1)/ /+6
5*4 *

3.4.3 Unix and Linux for WebSphere MQ v6.0 (64-bit)

On Unix and Linux (excluding Linux x86), MSGEXIT aMSGDATA will contain the
following values assuming a default install:

MSGEXIT
(CC(wer +

*%-* . --*) [#$ 012 #$ 0/+ . 134*) 5$&15+ 6
154134*)14+6
#&*7%1)( ( (" ( )%&™* +/+6
#&:"'1)/ /+6
5*4 *
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3.5 Cluster Sender Channel

This section describes the necessary entries taesttae encryption exit. The MQ Administrator
will need to update 2 fields of the CLUSSDR Charthat the encryption exit will be applied to.

3.5.1 Windows
On Windows, MSGEXIT and MSGDATA will contain thellmwing values assuming a default

install.

MSGEXIT
™ YR )YWe&™ +

* 0%+ . )#$ 0 12 #$ 0/+ . 134%) <&&'5+ 6
154134*)1 4+ 6
7H%1$) /#$ 0 T#%1/ + 6
2--#)/089 0)0 0 +/+ 6

HE&XTL) | "HSWE  )%&™* + I+6
#&:' 1) I+6
5*4 *

3.5.2 Unix and Linux for WebSphere MQ v5.3 or v6.0  (32-bit)
On Unix and Linux, MSGEXIT and MSGDATA will contaitme following values assuming a
default install:

MSGEXIT
CCC )%™ +

F Oh* . )HS 012 #% 0/+ . 134%) <&&5+6
154134%)1 4+ 6
T#%1$) I#$ 0 T#%1/ + 6
2--#%) /089  0)0 0 +/+ 6
#&XTHLI( ( ( ( )%&* ++6
#&:' 1)l I+6
5*4 *

3.5.3 Unix and Linux for WebSphere MQ v6.0 (64-bit)
On Unix and Linux (excluding Linux x86), MSGEXIT aMSGDATA will contain the
following values assuming a default install:

MSGEXIT
(CC ()%™ +

F 0% .+ )HS 012 #% 0/+ . 134%) <&&5+6
154134%)1 4+ 6
THY%1$) I#$ 0 T#%1/ + 6
2--#%) /089  0)0 0 +/+ 6
#&XTHLI( ( ( ( )%&* ++6
#&:' 1)l I+6
54 *
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3.6 Cluster Receiver Channel

This section describes the necessary entries taesttae encryption exit. The MQ Administrator
will need to update 2 fields of the CLUSRCVR Chdrthat the encryption exit will be applied
to.

3.6.1 Windows

On Windows, MSGEXIT and MSGDATA will contain thellomwing values assuming a default
install.

MSGEXIT
A HIDWER' )Y +
*%0-* . --*) #$ 012 #$ 0/+ . 134*) <&5 ;5+ 6
154134*)14+6
#&*T%1)/ I "#3%&'  )%&™ + /+6
#&:"'1)/ /+6
5*4 *

3.6.2 Unix and Linux for WebSphere MQ v5.3 or v6.0  (32-bit)

On Unix and Linux, MSGEXIT and MSGDATA will contathe following values assuming a
default install:

MSGEXIT
CCC )%™ +

*%-* . --*) H#$ 012 #$ 0/+ . 134*) <&5 ;5+ 6
154134*)14+6
#&*T%1)( ( (" ( )%&™ +/+6
#&:"'1)/ /+6
5*4 *

3.6.3 Unix and Linux for WebSphere MQ v6.0 (64-bit)

On Unix and Linux (excluding Linux x86), MSGEXIT aMSGDATA will contain the
following values assuming a default install:

MSGEXIT
(CC(wer +

*%0-* . --*) [H#$ 012 #$ 0/+ . 134*) <&5 ;5+ 6
154134*)14+6
#&*7%1)( ( (" ( )%&™* +/+6
#&:"'1)/ /+6
5*4 *
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4 Configuring Client Channels

This section describes how to configure the enaoppxit.
For normal operation of the MQISD solution, allttierequired is the license key, supported by
Capitalware Inc,. in the MSGDATA attribute field.
MSGDATA
For debugging purpose, the MQ Admin can specifindfile in the MSGDATA attribute.

For Windows, the MSGEXIT attribute would be:

e HIDYER'
For Unix and Linux for WebSphere MQ v5.3 or v6.@3t), the MSGEXIT attribute
would be:
(¢ (

For Unix and Linux for WebSphere MQ v6.0 (64-bije MSGEXIT attribute would be:
(¢

4.1 Server Connection Channel

This section describes the necessary entries taestiae server-side encryption exit. The MQ
Administrator will need to update 2 fields of théFSCONN Channel that the server-side
encryption exit will be applied to.

4.1.1 Windows

On Windows, SENDEXIT, SENDDATA, RCVEXIT and RCVDATW:iIll contain the following
values assuming a default install.

SENDEXIT
T HPYER'  )WER™ +
RCVEXIT
T HPYER'  )WER™ +

F 0% - )ES0 44 .0+ . 134")&52-+6
154134%)1 4+ 6
&5T%1) 1 "HS%E  )%&™ ++ 6
&*"1)/ I+6
5F7%1) ! "HS%E&'  )%&™* + I+6
5:1) I+6
54 *
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4.1.2 Unix and Linux for WebSphere MQ v5.3 or v6.0  (32-bit)

On Unix and Linux, SENDEXIT and SENDDATA will contathe following values assuming a

default install:

SENDEXIT
(CC ()%™ +

RCVEXIT
CCC O )%™ +

F0h* -+ VHS 0 44 . O/+ . 1349&5 2-+ 6
154134*)1 4+ 6
& *T%D)( ( (" ( )%&* ++6
&*" 1)/ /+6
57%L)( ( (" ( )%&* ++6
5:1) I+6

5*’4 *

4.1.3 Unix and Linux for WebSphere MQ v6.0 (64-bit)
On Unix and Linux (excluding Linux x86), SENDEXIThd SENDDATA will contain the

following values assuming a default install:

SENDEXIT
(¢ ( )%&* +

RCVEXIT

(¢ (C )%&* +

® 0% .+ )HS 0 44 .0+ .134&52-+6

154134%)1 4+ 6
X T%D)( ( (1 ( )%&* ++ 6
&*" 1)/ I+6

57%0)( ( (" ( )%&* ++6

5:1) I+6

5*4 *
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4.2 Client Connection Channel

This section describes the necessary entries taestiae server-side encryption exit. The MQ
Administrator will need to update 2 fields of theNCTCONN Channel that the server-side

encryption exit will be applied to.

Note: Send / Receive Exit Data must NOT exceed B2racters.

421 Windows

On Windows, SENDEXIT, SENDDATA, RCVEXIT and RCVDATW:iIll contain the following

values assuming a default install.

SENDEXIT

T HEWER PR +

RCVEXIT

TR HEPYR YR ++

F 0%+ . )ES0 44 . O/+ . 134%) 12—
154134%)1 4+ 6
2-- #)/089 0)0 0 +/+ 6
$#- #)/#$ 0/+ 6

&*-"*7%1)/ I "#3%&' )%&™
&*-" 1)/ /+6

5:;*7%1)/ I "H#HE%&'  )%&™ +
5;"1)/ /+6

5*4 *

+/+ 6
[+ 6

4.2.2 Unix and Linux for WebSphere MQ v5.3 or v6.0

On Unix and Linux, SENDEXIT and SENDDATA will contathe following values assuming a

default install:

SENDEXIT

(CC ¢ g% +
RCVEXIT

CCC )%™ +

* %o % JES 0 44 .0+ . 134%) 12—+
154134%)1 4+ 6
2--#%)/089 0)0 0 +/+ 6
$#- #9)14S 0/+ 6
&**7%1)I( ( (" ( )%&* ++6
&+ 1)/ I+6
5:579%1)( ( (" ( )%&* ++6
5:1) I+ 6

5*’4 *
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4.2.3 Unix and Linux for WebSphere MQ v6.0 (64-bit)

On Unix and Linux (excluding Linux x86), SENDEXIThd SENDDATA will contain the

following values assuming a default install:

SENDEXIT
(CC ()& +
RCVEXIT
(CC ()& +
F %+ . -* )HSO0 44 .0+ .134%) -1 2+
154134%)1 4+ 6

2--#%)/089 0)0 0 +/+ 6

$#- #4)/#$ 0/+ 6

& *T%1)I( ( (" ( )%&™* ++
6

&*"1

)/ I+

57%0)( ( (" ( )%&* ++6
5:1) I+6

5%4

*

4.3 Java based Applications
For Windows, Unix or Linux, set ISD_LICENSE and ISPASPHRASEOR set ISD_FILE

JVM arguments. Do not set both groups of JVM arguis.

To use JVM arguments to specify the License andMasase or a file that will contain the

License and PassPhrase values, do the following:

1. Add the following JVM arguments to your java goand-line parameters to specify the

U

java -DISD_LICENSE=0000-AAAA-BBBBBBBB -
DISD_PASSPHRASE=A3JiYtOLWERUPKw com.acme.run.Thing

serld and Password:

2. Add the following JVM argument to your java cormd-line parameters to specify a file

that will contain the License and PassPhrase values

On Windows:

java -DISD_FILE=C:\Capitalware\MQISD\mgqisdj.ini co m.acme.run.Thing

On Unix / Linux:

java -DISD_FILE=/home/user/mqisdj.ini com.acme.runThing

MQISD In
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4.4 Configuring MQISDJ for use in J2EE Application Server

This section describes the necessary steps toeeBablrity Exits in a J2EE Application Server
like IBM’s WebSphere Application Server or BEA’s Wiengic Server.

4.4.1 Batch or Quiet mode for J2EE based applicatio ns

To run in batch or quiet mode, the user can expliset the value of the License and PassPhrase
in the channel’'s SendExitInit / ReceiveExitInitléleor specify a file in the SendExitInit /
ReceiveExitinit field.

To explicitly set the License and PassPhrase vatliethe following for the user-defined client-
side security exit for authentication:

4.4.1.1 Updating Application Server’'s JVM Classpath

Windows:
The JAR file is located at (assuming a defaultatstf C:\Capitalware\lSD ):

&1 &&41. ™ HEDYER,' WeB—>> 7DD LN @

Unix and Linux (32-bit):
The JAR file is located at (assuming a defaultathstf /var/mgm/exits/ ):

" 8&A1.( ( (" (%&=> 7@ &&41. @

Unix and Linux (64-bit):
The JAR file is located at (assuming a defaultathstf /'var/mgm/exits64/):

" R&AL.(( (" (%&=> A &&4 1.
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4.4.1.2 Updating Application’s JMS binding file

Use WebSphere MQ’s IMSAdmin command to defineter al QCF
(QueueConnectionFactory) or TCF (TopicConnectiotdtgy. The client-side security exit also
works with the XA versions of QCF and TCF (i.e. X&Q and XATCF). In the SendExitInit /
ReceiveExitlnit field, include the License and FRts®se information as follows:

") 1Y 4 B)#3$#5+  ")&3&I*H % &5 2--+
"#3.281- #5+ )00+ ) %*-1+

&**7%L)CD | " #H%&'+

&*-*7%1%-9%1)/ +

5*7%1)CD | " #3%&'+

5 *7%1%-%1) +

") 1Y 4 B)#3$#5+  ")&3&IH % &5 2--+
"#3.281- #5+ )00+ ) %*-1+

&**7%L)CD | " H%&'+

&*-*7%1%-9%1) +

57*7%1)CD | " #3%&'+

5 *7%1%-%1 ) +
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5 IniFile Keywords

5.1 Logging

This section describes the necessary entries taeeMQISD to write log information. To
enable and control logging, you need 3 keywordbéniniFile:

LogMode specifies what type of logging the user wishelsawe. LogMode supports 4
values [Q /N /V /D] where Q is Quiet, N is Norind is Verbose and D is Debug. The
default value is Q.

LogFile LogFile specifies the location of the log file.& Hefault is as follows:

For Windows:
B, !" o HEDYER' nB B

For WebSphere MQ v5.3 or v6.0 (32-bit) on Unix dmralix:
B"(((" ( 'B

For WebSphere MQ v6.0 (64-bit) on Unix and Linux:
B"(((™" ( !B

WriteToSystemLog specifies that MQISD write a log entry to the st ‘logging
system’. On Windows, the server’s ‘logging systesithe Event Log and on Unix /
Linux, it is the syslog.

The location of the Unix / Linux syslog output da@found for each operating system as
follows:

AIX: Ivar/log/messages
HP-UX: /var/ladm/syslog/syslog.log
Linux: Ivar/log/messages
Solaris: /var/adm/messages

B# "$

B, !" I "#3%&' !B

E "1& " B-

Note: If the user did not install MQISD using thendows installer then the user will need
to run the AddRegistryEntries.bat file to add tbgistry entries in order to view the
MQISD log messages in the Event Viewer.
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5.2 License Key
This section will describe how to license MQ In$t8ecure Data to a particular queue manager.

Your license will look something like: 0000-AAAA-BEBBBBB (Note: This is a sample
license only and will NOT work).

5.3 PassPhrase

This section will describe how to implement yourroRassPhrase. The PassPhnagst be
exactly 15-characters/digits in length.

What not to use for your PassPhrase:
A famous quotation from literature, holy books,.etc
Something easily guess by intuition

What to use for your PassPhrase:
A random selection of characters including numbers
Use a mix of upper and lower characters
Use special characters like slash, dot, comma, esapé, etc.

To enable the use of the user's own PassPhraseyegali2 keywords in the IniFile:
UsePPallows the use of a user specified PassPhrase

PassPhrasespecifies the actual 15-byte PassPhrase thabwilised for the message
encryption and / or decryption.

<"44 3
4 4 " "GE<HO IF#J
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6 Server-side Log File

To verify that the process flow was successful, gan view the log file for the events that are
generated.

6.1 Windows
The log file is located at the following (assumendefault install of C:\Capitalware\lSD ):

C:\Capitalware\MQISD\mgisd.log

All log entries will be marked with eithélFO or ERROR in columns 21 to 26.

8 9(9(8H80 0%-,2 #$%& K 9LM #" B"" [ " I- " #$E10/ $#B H#$EL0 12 #$E18/
- "/089 0)00+

8 9(9(8H80 0%-,2 #$%& K 9LM #' B" "F" I- " [#$E18/ $#B /#$E10 12 #$E18/
- /089 0f

6.2 Unix and Linux for WebSphere MQ v5.3 or v6.0 (3  2-bit)
The log file is located at the following (assumendefault install of /var/mgm/exits ):

Ivar/mgm/exits/mqisd.log

All log entries will be marked with eithéFO or ERROR in columns 21 to 26.

8 9(9(8H80 0%-,2 #$%& K 9LM #" B"" F" I- " [#$EL0/ $#B [H$EL10 12 #$E18/
-"/089 0)00+

8 9(9(BHB80 0%-,2 #$%& K 9LM #" B" "F" I- " [H$E18/ $#B #$E10 12 #$E18/
- "/089 0/

6.3 Unix and Linux for WebSphere MQ v6.0 (64-bit)
The log file is located at the following (assumandefault install of /var/mgm/exits64 ):

Ivar/mgm/exits64/mqisd.log

All log entries will be marked with eithélFO or ERROR in columns 21 to 26.

8 9(9(8H80 0%-,2 #$%& K 9LM #" B"" [ " I- " #$E10/ $#B /H#$E10 12 #$E18/
- "/089 0)00+

8 9(9(8H80 0%-2 #$%& K 9LM #" B" "F" I- " [#$E18/ $#B /#$E10 12 #$E18/
- /089 0f
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7 Miscellaneous

This section describes the extra files that weckigted to help the user get MQISD up and
running in a very quick manner.

7.1 Windows

Sample IniFile

The ‘mqisd.ini file is a basic MQISD IniFile. It has the stamddniFile parameters that the user
may need to use or update. Thegisd.ini.readmeéfile is a plain text help file with a description
of the parameters.

Sample MQSC scripts
The ‘mqgisd.sample.mqgséile is a sample MQSC script to update the 2 systlefined channels
with the MQISD encryption exit information.

Rotate log script

The ‘rotatelog.batfile is a Windows batch script to rotate (backtpg mgisd.log file. Actually,

it Is generic in implementation; hence, it can Bedito rotate any log file that the user wishes to
be rotated. The batch script requires 2 paramdtggdile name and the directory of log file.
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7.2 Unix and Linux

Sample IniFile

The ‘mqisd.ini file is a basic MQISD IniFile. It has the stamddniFile parameters that the user
may need to use or update. Thegisd.ini.readmeéfile is a plain text help file with a description
of the parameters.

Sample MQSC scripts

The ‘mqgisd.sample.MQA1l.mgsand ‘mqgisd.sample.MQB1.mgstiles are sample MQSC
scripts to be used as reference channels with Q&I encryption exit.

Rotate log script

The ‘rotatelog.shfile is a Unix / Linux shell script to rotate (bleup) the mqisd.log file.

Actually, it is generic in implementation; hendegan be used to rotate any log file that the user
wishes to be rotated. The shell script requirparameters: log file name and the directory of
log file.

Sample daily CRON entry for WebSphere MQ v5.3 aO\82-bit) on Unix and Linux:

0 0 * * * [var/mgm/exits/rotatelog.sh mqgisd.log Armgm/exits/ > /tmp/mqisd.log.run 2 > &1

Sample daily CRON entry for WebSphere MQ v6.0 (8%dn Unix and Linux:

0 0 * * * /var/mgm/exits64/rotatelog.sh mqgisd.log@f/mgm/exits64/ > tmp/mgqisd.log.run 2 > &1
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8 Appendix A — mgqisd.ini file
The sample IniFile below is the mqgisd.ini file stipg for Windows. The IniFile supports the
following keywords and their values:

B# n -
B, !" I " #3%&'
E "1&F " B-

'B

Note: Keywords are case sensitive

Keyword

Description of Server-side keywords

License

Licensespecifies the queue manager’s license key. Yoange will look
something like: 0000-AAAA-BBBBBBBB (Note: This issample license
only and will NOT work).

e.g.
License=0000-AAAA-BBBBBBBB

LogFile

LogFile specifies the location of the log file. The defasilas follows:

For Windows:
LogFile=C:\Capitalware\MQISD\mgisd.log

For WebSphere MQ v5.3 or v6.0 (32-bit) on Unix dmabix:
LogFile=/var/mgm/exits/mqisd.log

For WebSphere MQ v6.0 (64-bit) on Unix and Linux:
LogFile=/var/mgm/exits64/mqisd.log

LogMode

LogMode specifies what type of logging the user wishelsawe. LogMode
supports 3 values [Q /N /V / D] where Q is Quittis Normal, V is
Verbose and D is Debug. The default value is Q.

e.g.
LogMode=Q

PassPhrase

PassPhrasespecifies a user supplied PassPhrase. The PassRiust be
exactly 15-characters/digits in length.

e.g.
PassPhrase=QPriiTImr4j7aQ2P

UsePP

UsePPallows the user to specify their own PassPhrasePB supports 2
values [Y / N]. The default value is N.

e.g.
UsePP=Y
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Keyword

Description of Server-side keywords

WriteToSystemLog

WriteToSystemLog specifies that MQISD write a log entry to the sslv
'logging system'. On Windows, the server's 'loggpstem’ is the Event Log
and on Unix / Linux it is the syslog. WriteToSystieog supports 2 values
[Y /' N]. The default value is N.

The Unix / Linux syslog output can be found forleaperating system as
follows:

AlX: Ivar/log/messages

HP-UX: /var/adm/syslog/syslog.log
Linux: /var/log/messages

Solaris: /varladm/messages

e.g.
WriteToSystemLog =Y
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9 Appendix B — Encryption

MQ Instant Secure Data Solution uses the ‘Tiny Bgoion Algorithm Variant’ (called TEAV or
XTEA) to allow a company to encrypt the messagea,dahich flows between WebSphere MQ
(WMQ) resources.

9.1 TEA Encryption Algorithm

This is relatively new, sufficiently strong and yesompact and fast block cipher algorithm with
a 128-bit key. It is not patented and is availablpublic domain.

Initially, the Tiny Encryption Algorithm (TEA) was developed by David Wheeler and Roger
Needham of Cambridge University Computer Lab, UK]1994:
http://www.ftp.cl.cam.ac.uk/ftp/papers/djw-rmn/djmn-tea.htmi

Later it was enhanced and renamed
Block TEA, XTEA or TEAN, 1997:
http://www.ftp.cl.cam.ac.uk/ftp/users/djw3/xtea.ps
http://en.wikipedia.org/wiki/XTEA

And XXTEA, 1998:
http://www.ftp.cl.cam.ac.uk/ftp/users/djw3/xxtea.ps

The review, cryptanalysis, summary of attacks asdussion is presented by Matthew D.
Russell in ‘An Overview of TEA and Related Ciphe2004:
http://www-users.cs.york.ac.uk/~matthew/TEA/TEA.html

Also see thdiny Encryption Algorithmwebsite maintained by Simon Shepherd, Professor of
Computational Mathematics, Director of the Crypagary and Computer Security Laboratory,
Bradford University, England:

http://www.simonshepherd.supanet.com/tea.htm
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10 Appendix C — Support

The support for MQ Instant Secure Data can be fairbe following location:

Interactive Forum at:
www.capitalware.biz/forum.html

Online Help Desk Ticketing System at
www.capitalware.biz/phpst/

By email at:
support@capitalware.biz

By regular malil at:

Capitalware Inc.

Attn: MQISD Support

90 Morrison Crescent
Markham, Ontario Canada
L3R9K9
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11 Appendix D — Summary of Changes

MQ Instant Secure Data v1.0.0
o Initial release.
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12 Appendix E — License Agreement

This is a legal agreement between you (either diviolual or an entity) and Capitalware Inc. By
opening the sealed software packages (if appr@)raatd/or by using the SOFTWARE, you
agree to be bound by the terms of this Agreemégau do not agree to the terms of this
Agreement, promptly return the disk package andrapanying items for a full refund.
SOFTWARE LICENSE

1. GRANT OF LICENSE. This License Agreement (Liogngermits you to use one copy of the
software product identified above, which may inducger documentation provided in on-line or
electronic form (SOFTWARE). The SOFTWARE is licetiges a single product, to an
individual user, or group of users for Muliple Udécenses and Site Licenses. This Agreement
requires that each user of the SOFTWARE be Licers#ter individually, or as part of a group.
A Multi-User License provides for a specified numbéusers to use this SOFTWARE at any
time. This does not provide for concurrent useehging. Each user of this SOFTWARE must
be covered either individually, or as part of augrddulti-User License. The SOFTWARE is in
use on a computer when it is loaded into the tearganemory (i.e. RAM) or installed into the
permanent memory (e.g. hard disk) of that compUteis software may be installed on a
network provided that appropriate restrictionsiarglace limiting the use to registered users
only.

2. COPYRIGHT. The SOFTWARE is owned by Capitalwiax®@ and is protected by United
States Of America and Canada copyright laws aranational treaty provisions. You may not
copy the printed materials accompanying the SOFT\EAiIRany), nor print copies of any user
documentation provided in on-line or electroniatiofyou must not redistribute the registration
codes provided, either on paper, electronicallygostored in the files mqisd.ini or any other
form.

3. OTHER RESTRICTIONS. The registration notificatiprovided, showing your authorization
code and this License is your proof of licensextereise the rights granted herein and must be
retained by you. You may not rent or lease the S@ARE, but you may transfer your rights
under this License on a permanent basis, providednansfer this License, the SOFTWARE
and all accompanying printed materials, retain oypes, and the recipient agrees to the terms of
this License. You may not reverse engineer, declemnpi disassemble the SOFTWARE, except
to the extent the foregoing restriction is exprggsbhibited by applicable law.

LIMITED WARRANTY

LIMITED WARRANTY. Capitalware Inc. warrants thatefSOFTWARE will perform
substantially in accordance with the accompanyimggd material (if any) and on-line
documentation for a period of 365 days from the ddireceipt.

CUSTOMER REMEDIES. Capitalware Inc. entire lialyiland your exclusive remedy shall be,
at Capitalware Inc. option, either (a) return & grice paid or (b) repair or replacement of the
SOFTWARE that does not meet this Limited Warramtg that is returned to Capitalware Inc.
with a copy of your receipt. This Limited Warrangyvoid if failure of the SOFTWARE has
resulted from accident, abuse, or misapplicatiamy feplacement SOFTWARE will be
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warranted for the remainder of the original warygeeriod or thirty (30) days, whichever is
longer.

NO OTHER WARRANTIES. To the maximum extent perntttey applicable law, Capitalware
Inc. disclaims all other warranties, either expmssnplied, including but not limited to implied
warranties of merchantability and fitness for aipatar purpose, with respect to the
SOFTWARE and any accompanying written materials.

NO LIABILITY FOR CONSEQUENTIAL DAMAGES. To the maxnum extent permitted by
applicable law, in no event shall Capitalware Ine liable for any damages whatsoever
(including, without limitation, damages for losstofsiness profits, business interruption, loss of
business information, or other pecuniary loss)irgigut of the use or inability to use the
SOFTWARE, even if Capitalware Inc. has been advidatie possibility of such damages.
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13 Appendix F — Notices

Trademarks:

AIX, IBM, MQSeries, OS/2 Warp, OS/400, iSeries, M\@S/390, WebSphere, WebSphere MQ
and z/OS are trademarks of International Busineasshihes Corporation.

HP-UX is a trademark of Hewlett-Packard Company.

Intel is a registered trademark of Intel Corponatio

Java, J2SE, J2EE, Sun and Solaris are trademagsnailicrosystems Inc.
Linux is a trademark of Linus Torvalds.

Mac OS X is a trademark of Apple Computer Inc.

Microsoft, Windows, Windows NT, and the Windows ¢ogre trademarks of Microsoft
Corporation.

UNIX is a registered trademark of the Open Group.

WebLogic is a trademark of BEA Systems Inc.
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