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1 Introduction

1.1 Overview

MQ Instant Secure Data for z/O&/MQISD) provides encryption for MQ message ddta.
cryptography, encryption is the process of tramafog information into an unreadable form
(encrypted data). Decryption is the reverse pcétsmakes the encrypted information readable
again. Only those with the key (PassPhrase) cecessfully decrypt the encrypted data.

z/IMQISD is a solution that allows a company to gptmessage data, which flows between
WebSphere MQ (WMQ) resources. z/MQISD operatel WIMQ v5.3.1 or v6.0 for z/OS
environments. It operates with Sender, Receivenves, Requestor, Cluster-Sender, Cluster-
Receiver, Server Connection and Client Connecti@nnels of the WMQ queue managers.

z/IMQISD is a simple drop-in solution that providegptographic protection for WMQ queue
managers. The protection can be Node-to-Node ortéithd.

Node-to-Node protection means all messages flowugy a channel between 2 queue
managers will be encrypted.

End-to-End protection means application-level mgsstata flowing between 2 WMQ
Client applications will be encrypted.

The z/MQISD solution can be configured as a queaerager channel message exit or as a
channel sender/receive exit pair.

z/IMQISD uses TEA Variant to encrypt the data. TEA Variant is a fast block cipher
algorithm with a 128-bit key. The algorithm is gil®, fast and secure.

1.2 Executive Summary

The z/MQISD solution is an MQ encryption exit.idtavailable for z/OS v1.4 or higher
environments.

Major Features of MQ Instant Secure Data for z/OS:

Easy to set up and configure (unlike SSL)

No application changes required

Can be configured as either Node-to-Node or EnBrtd-solution

In Node-to-Node mode, all message data flowing evelnannel will be encrypted
(nothing missed or forgotten)

Extremely fast encryption/decryption methodologingsTEA Variant 128-bit key
Standard MQ feature, GET-with-Convert, is supported

Provides logging capability via Write To Operaté/TO) facility.
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1.3 Context Diagram (Logical View)

Queue Manager to Queue Manager : Wire Encryption

QMgr 1 QMgr 2
malsD MalsD
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Client Application to a Queue Manager : Wire Encryption
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1.4 Prerequisites

This section details the minimum supported softiavels. These prerequisites apply to both
client-side and server-side installations of MQdn$ Secure Data for z/OS.

1.4.1 Operating System
MQ Instant Secure Data for z/OS can be installedrgnof the following supported servers:

1.4.1.1 IBM z/OS
IBM z/OS v1.4 or higher

1.4.2 WebSphere MQ

WebSphere MQ for z/OS v5.3.1
WebSphere MQ for z/OS v6.0
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2 Installing MQ Instant Secure Data for z/OS

This section describes how to install CapitalwaM@ Instant Secure Data for z/OS.

2.1 Server-side Security Exit

The following files are the platform specific sengde security exits and the required
initialization file (IniFile).

2.1.1 z/OS Installation

To install the MQISD for z/OS, first unzip timqgisd_zos-setup.zip The zip file contains 2
z/OS XMIT prepared datasets.

MQISD.LOAD.ZOS is the XMIT dataset that contains the z/OS loadinhe.
MQISD.SYSIN.ZOS is the XMIT dataset that contains a sample in#glon file for the
server-side security exit and sample MQSC scripletiine MQ channels with the
security exits.

Steps to install the server-side security exit:

1. ftp the z/OS XMIT prepared datasets to the Z/GAR.

LY iH$ "% 1&($
>+, -+
>+ /0.

If the user receives the following error messaga timey will need to pre-allocate the
z/OS datasets:

ftp> put MQISD.LOAD.ZOS

200 Port request OK.

550-SVC99 RETURN CODE=4 S99INFO=0 S99ERROR=38656 HEX=9700 S99ERSN code X'000003F3".
550 Unable to create data set xxxxx.MQISD.LOAD.ZOS for STOR command.

ftp> put MQISD.SYSIN.ZOS

200 Port request OK.

550-SVC99 RETURN CODE=4 S99INFO=0 S99ERROR=38656 HEX=9700 S99ERSN code X'000003F3'.
550 Unable to create data set xxxxx.MQISD.SYSIN.ZOS for STOR command.
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To pre-allocating the XMIT datasets go to optio2 & ISPF and allocate both datasets:
MQISD.LOAD.ZOS and MQISD.SYSIN.ZOS.

Use the following dataset attributes when allogaboth datasets:

Space

Units BLOCKS
Primary Quantity 40
Secondary Quantity 40
Directory Blocks 0

DCB Parameters
RECFM FB
LRECL 80
BLKSIZE 3120
DsnType \ Blank

After the user has pre-allocated the datasets,dapyedo the ftp commands.
2. Logonto z/OS LPAR and issue the following TRECEIVE commands:

123 0+-- 4)* +,-+.5
123 0+-- 4*+/0.5

After issuing the above commands, the followingdoit datasets will appear:

+HLQ+.CPTLWARE.MQISD.LOAD s the dataset that contains the z/OS load-
module.

+HLQ+.CPTLWARE.MQISD.SYSIN is a dataset that contains a sample initialization
file for the server-side security exit and sampl@$C script to define MQ channels with
the security exits.

2.1.2 z/MQISD Datasets

z/MQISD solution is comprised of 2 datasets: +HLGRTLWARE.MQISD.LOAD and
+HLQ+.CPTLWARE.MQISD.SYSIN.

2.1.2.1 +HLQ+.CPTLWARE.MQISD.LOAD

MQISD is the actual security exit z/OS load-module thiditbe invoked by the MQ
Server component.

2.1.2.2 +HLQ+.CPTLWARE.MQISD.SYSIN

MQISDINI is a sample initialization file for the server-sislecurity exit.
SSXMQSCis a sample MQSC script to define MQ channels withsecurity exits.
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2.1.3 z/OS CHIN JCL
This section describes the required JCL for z/MQISD

2.1.3.1 CSQXLIB DDName

The MQISD load-module needs to be put in the exaatatpath for the CHINIT started-task.
There are 2 options for achieving this:

1. Add the dataset to the CSQXLIB concatenatiothefCHINIT's CSQXLIB.

2*6,7 +++ 8!91:+0!;)*9,%; ;*)<10-))¥$;*1;*)<10-) ; = 1-=9 =9
+++ 8!/ 91:+ 0! 19,528 >-1 )* +,-+ ~H

2. Or copy the MQISD load-module to your existin@Mxit / link-edited parameter
dataset. Here is a sample JCL to copy the MQI%[d-lmodule:

28/' 628<) 728/:1< 0I'$(?@
/810 ++ [/ =1A
/=& ++ +0BB/=&:=0 !/+-+ 814:+, 5:
8-2142/,:4C:'55
[=? ++ +0BB/=7?:=0 !/+-:+ 8l4:+, 5:
8-2142/,:4C:'55
A
0 ++ + 8!91:+0! 19,%: 28 >-1 )* +, -
A
=  ++ + 8!91:+05;)*9,*; ;¥)<10-) ; 9*9,*; ;*)<10-) ;= 1-=9 =9
A
[0 ++ A
2 8/) + =++!=:0++!44 0:155
)+
A

2.1.3.2 MQISDIN DDName
MQISDIN is the DDName that points to a dataset ammhg the IniFile parameters.

Add the following line to the CHINIT’s JCL.

)* +0 +++ 8191:+ 0! 19,28 ,>-1 )* + / 04)* +0/504)* +05
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3 Configuring QMgr to QMgr Channels

This section describes how to configure the enaoppxit.
For normal operation of the z/MQISD solution, &kt is required is the license key, supplied by
Capitalware Inc. in the MSGDATA attribute field.
MSGDATA
15888 ----- N
Where ‘0000-AAAA-BBBBBBBB' is the license key sulpgd by Capitalware Inc.
For debugging purpose, the MQ Admin can specifindfile in the MSGDATA attribute.
For z/OS, the MSGDATA attribute would be:
)>* +0+0

Note: Message Exit Data must NOT exceed 32 charexcte
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3.1 Sender Channel

This section describes the necessary entries taesttae encryption exit. The MQ Administrator
will need to update 2 fields of the SENDER Charthat the encryption exit will be applied to.

On z/OS, MSGEXIT and MSGDATA will contain the follang values assuming a default
install.

MSGEXIT
) +

+DO0 29-00, 4E)* )*7'E529, /84 +15
18/8 4 285 ;
6) *4E)*7'6) E5;
200-) 4 E'(F$$'4'?"C5E5 ;
)< 6 4E)* +E5 ;
) <+- -4E 1$$$$ ---- 77777TTTTES ;
18,-2

3.2 Receiver Channel
This section describes the necessary entries taeettee encryption exit. The MQ Administrator

will need to update 2 fields of the RECEIVER Chdrthat the encryption exit will be applied
to.

On z/OS, MSGEXIT and MSGDATA will contain the follang values assuming a default
install.

MSGEXIT
)* +

+DO0 29-00,4 E)*7" )*'E5 29,/8412315;
18/84 285;
)< 6 4E)* +E5;
) <*- -4E,|$$$$ ---- 7T7777TT77T7ES;
18,-2
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3.3 Server Channel

This section describes the necessary entries taesttae encryption exit. The MQ Administrator
will need to update 2 fields of the SERVER Charthat the encryption exit will be applied to.

On z/OS, MSGEXIT and MSGDATA will contain the follang values assuming a default
install.

MSGEXIT
) +

+D0 29-00, 4E) )*7'E5 29, /84 315,
18/8 4 285 ;
6) *4E)*7'6) E5;
200-) 4 E'(F$$'4'?"C5E5 ;
)< 6 4E)* +E5 ;
) <+- -4E 1$$$$ ---- 77777TTTTES ;
18,-2

3.4 Requestor Channel
This section describes the necessary entries taeettee encryption exit. The MQ Administrator

will need to update 2 fields of the REQUESTOR Clertinat the encryption exit will be applied
to.

On z/OS, MSGEXIT and MSGDATA will contain the follang values assuming a default
install.

MSGEXIT
)* +

+DO0 29-00 ,4 E)*7" )*'E5 29,/841* 15;
18/84 285;
)< 6 4E)* +E5;
) <*- -4E,|$$$$ ---- 7T7777TT77T7ES;
18,-2
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3.5 Cluster Sender Channel

This section describes the necessary entries taesttae encryption exit. The MQ Administrator
will need to update 2 fields of the CLUSSDR Charthat the encryption exit will be applied to.

On z/OS, MSGEXIT and MSGDATA will contain the follang values assuming a default
install.

MSGEXIT
) +

+DO0 29-00, 4E) )*7'E5 29, /842,= +15,
18/8 4 285 ;
6) *4E)*7'6) E5;
200-) 4 E'(F$$'4'?"C5E5 ;
)< 6 4E)* +E5 ;
) <+- -4E 1$$$$ ---- 77777TTTTES ;
18,-2

3.6 Cluster Receiver Channel
This section describes the necessary entries taeettee encryption exit. The MQ Administrator

will need to update 2 fields of the CLUSRCVR Chdrthat the encryption exit will be applied
to.

On z/OS, MSGEXIT and MSGDATA will contain the follang values assuming a default
install.

MSGEXIT
)* +

+DO0 29-00,4 E)*7* )*'E5 29, /842,=12315 ;
18/84 285;
)< 6 4E)* +E5;
) <*- -4E,|$$$$ ---- 7T7777TT77T7ES;
18,-2
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4 Configuring Client Channels

This section describes how to configure the enaoppxit.

For normal operation of the z/MQISD solution, &kt is required is the license key, supported
by Capitalware Inc,. in the MSGDATA attribute field

MSGDATA
J$$$$ - T

For debugging purpose, the MQ Admin can specifindfile in the MSGDATA attribute.

For z/OS, the MSGDATA attribute would be:
) +0

4.1 Server Connection Channel

This section describes the necessary entries taesttee server-side encryption exit. The MQ
Administrator will need to update 2 fields of théFSCONN Channel that the server-side
encryption exit will be applied to.

On z/OS, SENDEXIT, SENDDATA, RCVEXIT and RCVDATA Wicontain the following
values assuming a default install.

SENDEXIT
)* +
RCVEXIT
)* +

+D 0 29-00, 4E)*-'-88 29$'E5 29, /8 4 312 005 ;
18/8 4285 ;
0+ 6 4E)* +E5;
O++- -4E,'$$$S$ ---- 777777TTES
123 6 4E)* +E5;
123+- -4E,'$$$$ ---- 7777777T7ES ;
18,-2
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5 IniFile Keywords

5.1 Logging

This section describes the necessary entries taeerAMQISD to write log information. To
enable and control logging, you need 3 keywordbéniniFile:

LogMode specifies what type of logging the user wishelsawe. LogMode supports 4
values [Q /N /V /D] where Q is Quiet, N is Norind is Verbose and D is Debug. The
default value is Q.

LogFile LogFile specifies the location of the log file.& Hefault is as follows:

For z/OS:
,GD"!1/810

WriteToSystemLog specifies that z/MQISD write a log entry to thevee's ‘logging
system’. On z/OS, the server’s ‘logging systenthis Event Log and on Unix / Linux, it
is the syslog.

The location of the Unix / Linux syslog output daafound for each operating system as
follows:

AlX: /var/llog/messages
HP-UX: /var/adm/syslog/syslog.log
Linux: /var/llog/messages
Solaris: /var/fadm/messages
,G) I*
,GD"1/810
> , GI0

5.2 License Key

This section will describe how to license MQ Ins$t8ecure Data for z/OS to a particular queue
manager.

Your license will look something like: 0000-AAAA-BBBBBBB (Note: This is a sample
license only and will NOT work).

1

1$$$$ ---- 77777777
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5.3 PassPhrase

This section will describe how to implement yourrolRassPhrase. The PassPhragst be
exactly 15-characters/digits in length.

What not to use for your PassPhrase:
A famous quotation from literature, holy books,.etc
Something easily guess by intuition

What to use for your PassPhrase:
A random selection of characters including numbers
Use a mix of upper and lower characters
Use special characters like slash, dot, comma, esapé, etc.

To enable the use of the user's own PassPhraseyegali2 keywords in the IniFile:
UsePPallows the use of a user specified PassPhrase

PassPhrasespecifies the actual 15-byte PassPhrase thabwilised for the message
encryption and / or decryption.

= 88/
8 8 I-@>=& %H).

5.4 ConvertPP

This section describes the necessary steps toeeti@btonverting of the PassPhrase from
EBCDIC to ASCII. If this IniFile parameter is detYes then the specified PassPhrase will be
converted from EBCDIC to ASCII before use with eithSD_Encrypt or ISD_Decrypt
functions

ConvertPP allows the PassPhrase to be converted from EBGDKSCII

ConvertPP=Y
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6 Server-side Log File

To verify that the process flow was successful, gan view the log file for the events that are
generated.

6.1 z/OS
The log file is located at the following (assumengefault install of SYSPRINT):

CHIN Started-task JES-log

All log entries will be marked with eithélFO or ERROR in columns 21 to 26.

($$F $F(&(CCC OD )* +I$$FI# ) G 2"0 IE)*>'EXNGIEp>" )*>(E
IE'(F $ $'4'?'H5E

($$F$F (& (CCC' OD )* +I$$FI#) G 20 IE*> (EXNGIE*>" )*>(E

20 IE(F$S$E
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7 Appendix A — mqgisd.ini file
The sample IniFile below is the MQISDINI file supga for z/OS. The IniFile supports the
following keywords and their values:

,G) 10

,GD"1/810

> ,GI0
|

Note: Keywords are case sensitive

Keyword Description of Server-side keywords

ConvertPP ConvertPP specifies whether or not to convert the PassPliraseEBCDIC
to ASCII before using it with either ISD_Encrypti®D_Decrypt functions.
ConvertPP supports 2 values [Y / N]. The defaaltig is Y.
e.g.
ConvertPP=Y

License Licensespecifies the queue manager’s license key. Yoanse will look
something like: 0000-AAAA-BBBBBBBB (Note: This issample license
only and will NOT work).
e.g.
License=0000-AAAA-BBBBBBBB

LogFile LogFile specifies the location of the log file. The defasilas follows:
For z/OS:
LogFile=SYSPRINT

LogMode LogMode specifies what type of logging the user wishelsawe. LogMode
supports 4 values [Q / N/ V / D] where Q is Qui¢tis Normal, V is
Verbose and D is Debug. The default value is Q.
e.g.
LogMode=Q

PassPhrase PassPhrasespecifies a user supplied PassPhrase. The PassRiust be

exactly 15-characters/digits in length.

e.g.
PassPhrase=QPriiTImr4j7aQ2P
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Keyword

Description of Server-side keywords

SequenceNumberFla

y SequenceNumberFlags a z/OS (OS/390) only flag. It states whethematr
there are sequence numbers in columns 72 to 8gun8eNumberFlag
supports 2 values [Y / N]. The default value is N.

e.g.
SequenceNumberFlag = Y

UsePP UsePPallows the user to specify their own PassPhrasePB supports 2
values [Y / N]. The default value is N.
e.g.
UsePP=Y

WriteToSystemLog | WriteToSystemLog specifies that z/MQISD write a log entry to thevee's

logging system'. On z/OS, the server's 'loggysgesn’ is JES.
WriteToSystemLog supports 2 values [Y / N]. Théadé value is N.

e.g.

WriteToSystemLog =Y

z/MQISD Installation and Operation Manual Pagel7




8 Appendix B — Encryption

MQ Instant Secure Data for z/OS Solution usesTiey' Encryption Algorithm Variant’ (called
TEAV or XTEA) to allow a company to encrypt the reage data, which flows between
WebSphere MQ (WMQ) resources.

8.1 TEA Encryption Algorithm

This is relatively new, sufficiently strong and yesompact and fast block cipher algorithm with
a 128-bit key. It is not patented and is availablpublic domain.

Initially, the Tiny Encryption Algorithm (TEA) was developed by David Wheeler and Roger
Needham of Cambridge University Computer Lab, UK]1994:
http://www.ftp.cl.cam.ac.uk/ftp/papers/djw-rmn/djmn-tea.htmi

Later it was enhanced and renamed
Block TEA, XTEA or TEAN, 1997:
http://www.ftp.cl.cam.ac.uk/ftp/users/djw3/xtea.ps
http://en.wikipedia.org/wiki/XTEA

And XXTEA, 1998:
http://www.ftp.cl.cam.ac.uk/ftp/users/djw3/xxtea.ps

The review, cryptanalysis, summary of attacks asdussion is presented by Matthew D.
Russell in ‘An Overview of TEA and Related Ciphe2004:
http://www-users.cs.york.ac.uk/~matthew/TEA/TEA.html

Also see thdiny Encryption Algorithmwebsite maintained by Simon Shepherd, Professor of
Computational Mathematics, Director of the Crypagary and Computer Security Laboratory,
Bradford University, England:

http://www.simonshepherd.supanet.com/tea.htm
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9 Appendix C — Support
The support for MQ Instant Secure Data for z/OSlmafound at the following location:

Interactive Forum at:
www.capitalware.biz/forum.html

Online Help Desk Ticketing System at
www.capitalware.biz/phpst/

By email at:
support@capitalware.biz

By regular malil at:

Capitalware Inc.

Attn: z/MQISD Support

90 Morrison Crescent
Markham, Ontario Canada
L3R9K9
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10 Appendix D — Summary of Changes

MQ Instant Secure Data for z/OS v1.0.0
o Initial release.
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11 Appendix E — License Agreement

This is a legal agreement between you (either diviolual or an entity) and Capitalware Inc. By
opening the sealed software packages (if appr@)réatd/or by using the SOFTWARE, you
agree to be bound by the terms of this Agreemégau do not agree to the terms of this
Agreement, promptly return the disk package andrapanying items for a full refund.
SOFTWARE LICENSE

1. GRANT OF LICENSE. This License Agreement (Liogngermits you to use one copy of the
software product identified above, which may inducger documentation provided in on-line or
electronic form (SOFTWARE). The SOFTWARE is licetiges a single product, to an
individual user, or group of users for Muliple Udécenses and Site Licenses. This Agreement
requires that each user of the SOFTWARE be Licers#ter individually, or as part of a group.
A Multi-User License provides for a specified numbéusers to use this SOFTWARE at any
time. This does not provide for concurrent useehging. Each user of this SOFTWARE must
be covered either individually, or as part of augrddulti-User License. The SOFTWARE is in
use on a computer when it is loaded into the tearganemory (i.e. RAM) or installed into the
permanent memory (e.g. hard disk) of that compUteis software may be installed on a
network provided that appropriate restrictionsiarglace limiting the use to registered users
only.

2. COPYRIGHT. The SOFTWARE is owned by Capitalwiax®@ and is protected by United
States Of America and Canada copyright laws aranational treaty provisions. You may not
copy the printed materials accompanying the SOFT\EAiIRany), nor print copies of any user
documentation provided in on-line or electroniatiofyou must not redistribute the registration
codes provided, either on paper, electronicallygostored in the files mqgisd.ini or any other
form.

3. OTHER RESTRICTIONS. The registration notificatiprovided, showing your authorization
code and this License is your proof of licensextereise the rights granted herein and must be
retained by you. You may not rent or lease the S@ARE, but you may transfer your rights
under this License on a permanent basis, providednansfer this License, the SOFTWARE
and all accompanying printed materials, retain oypes, and the recipient agrees to the terms of
this License. You may not reverse engineer, declemnpi disassemble the SOFTWARE, except
to the extent the foregoing restriction is exprggsbhibited by applicable law.

LIMITED WARRANTY

LIMITED WARRANTY. Capitalware Inc. warrants thatefSOFTWARE will perform
substantially in accordance with the accompanymggd material (if any) and on-line
documentation for a period of 365 days from the ddireceipt.

CUSTOMER REMEDIES. Capitalware Inc. entire lialyiland your exclusive remedy shall be,
at Capitalware Inc. option, either (a) return & grice paid or (b) repair or replacement of the
SOFTWARE that does not meet this Limited Warramtg that is returned to Capitalware Inc.
with a copy of your receipt. This Limited Warrangyvoid if failure of the SOFTWARE has
resulted from accident, abuse, or misapplicatiamy feplacement SOFTWARE will be
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warranted for the remainder of the original warygeeriod or thirty (30) days, whichever is
longer.

NO OTHER WARRANTIES. To the maximum extent perntttey applicable law, Capitalware
Inc. disclaims all other warranties, either expmssnplied, including but not limited to implied
warranties of merchantability and fitness for aipatar purpose, with respect to the
SOFTWARE and any accompanying written materials.

NO LIABILITY FOR CONSEQUENTIAL DAMAGES. To the maxnum extent permitted by
applicable law, in no event shall Capitalware Ine liable for any damages whatsoever
(including, without limitation, damages for losstofsiness profits, business interruption, loss of
business information, or other pecuniary loss)rgisut of the use or inability to use the
SOFTWARE, even if Capitalware Inc. has been advidatie possibility of such damages.
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12 Appendix F — Notices

Trademarks:

AIX, IBM, MQSeries, OS/2 Warp, OS/400, iSeries, M\@S/390, WebSphere, WebSphere MQ
and z/OS are trademarks of International Businegshihes Corporation.

HP-UX is a trademark of Hewlett-Packard Company.

Intel is a registered trademark of Intel Corponatio

Java, J2SE, J2EE, Sun and Solaris are trademagsndflicrosystems Inc.

Linux is a trademark of Linus Torvalds.

Mac OS X is a trademark of Apple Computer Inc.

Microsoft, Windows, Windows, and the Windows loge srademarks of Microsoft Corporation.
UNIX is a registered trademark of the Open Group.

WebLogic is a trademark of BEA Systems Inc.
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