Other Vendor Product Interfaces


MQM (Message Queue Manager)

MQM MYS/ESA is marketed by

    IBM Corporation

Product Description

MQM MYS/ESA is an APPC-based application useful to systems programmers in a cross-systems development environment.

CA-ACF2 Interface

By default, CA-ACF2 does not secure MQM. You can choose to MQM using the CA SAF secure interface. To enable security, insert the following GSO SAFDEF record:
SET C(GSO)

INSERT SAFDEF.mqm ID(mqm) FUNCCRET(8) RETCODE(4) MODE(IGNORE)

                                        RACROUTE(REQUEST=EXTRACT,CLASS=MQADMIN) REP

You can also selectively enable security by using switch profiles. (Consult MQM documentation for an explanation of switch profiles.) For example, inserting the following SAFDEF records enables only conned security:

SET C(GSO)

INSERT SAFDEF.mqm1 ID(mqm1) FUNCCRET(8) RETCODE(4) MODE(IGNORE)

                                          RACROUTE(REQUEST=EXTRACT,CLASS=MQADMIN,

                                          ENTITYX=csq1.no.subsys.security) REP

INSERT SAFDEF.mqm2 ID(mqm2) FUNCCRET(8) RETCODE(4) MODE(IGNORE)

                                          RACROUTE(REQUEST=EXTRACT,CLASS=MQADMIN,

                                          ENTITYX=csq1.no.connect.check) REP

These SAFDEF records return a NOT FOUND condition to MQM. The negative logic is that if no.subsys.security is not found, subsys security is active; if no.connect.checks is not found, connection security is active.

Insert similar SAFDEF records for each switch profile you want to enable. Always insert the SAFDEF for no.subsys.security when using switch profiles. To disable security, delete the SAFDEF records you have inserted.

Administering CA-ACF2 Security Records for MQM

Once you have created the necessary SAFDEF records to enable security for MQM, follow these steps to insure that CA-ACF2 performs the appropriate validation:

· Insert the following (GSO CLASMAP records. Choose a three-character resource type code for each MQM resource class.

SET C(GSO)

INSERT CLASMAP.MQADMIN RESOURCE(MQADMIN) RSRCTYPE(MQA) ENTITYLN(62)

INSERT CLASMAP.MQCONN   RESOURCE(MQCONN)   RSRCTYPE(MQK) ENTITYLN(10)

INSERT CLASMAP.MQCMDS   RESOURCE(MQCMDS)   RSRCTYPE(MQC) ENTITYLN(22)

INSERT CLASMAP.MQQUEUE RESOURCE(MQQUEUE) RSRCTYPE(MQQ) ENTITYLN(53)

INSERT CLASMAP.MQPROC    RESOURCE(MQPROC)    RSRCTYPE(MQP) ENTITYLN(53)

INSERT CLASMAP.MQNLIST   RESOURCE(MQNLIST)   RSRCTYPE(MQN) ENTITYLN(53)
· 
· Write resource rules. The following shows how to write a rule for MQADMIN security:
SET R(mqa)
COMPILE *  STORE

$KEY(csql) TYPE(mqa)

context UID(ussrl) ALLOW 
reslevel UID(-) SERVICE(update) ALLOW 
alternate.user.- UID(user2) ALLOW

The following shows how to write a rule for MQCONN connection security:

SET R(mqa)
COMPILE *  STORE

$KEY(csql) TYPE(mqk)

batch UID(ussrl) ALLOW 
cics UID(user2)  ALLOW 

You can use masking to secure multiple MQM subsystems that have identical security requirements. If you are running GSQ 1 and CSQ2, for example, this rule secures both:
$KEY(csq*) TYPE(mqa)

context UID(userl) ALLOW 
reslevel UID(-) SERVICE(update) ALLOW 
alternate.user.- UID(user2) ALLOW

Define a logonid for each MQM address space using the following as an example:
SET LID

INSERT csq1mstr MUSASS NON—CNCL STC

MQM processing may use a default logonid. CA-ACF2 validates these requests using the batch default logonid. If that is not appropriate, use the MUSDLID logonid field to assign a specific default logonid to be used for each MQM region as follows:
SET LID

INSERT csq1mstr MUSASS NON—CNCL STC MUSDLID(mqmdflt)

INSERT mqmdflt RESTRICT NAME(mqm default lid)
· 
CA-ACF2 security for MQM deviates from that documented by MQM in these respects:

· The subsys value can be masked in CA-ACF2 resource rules.

· Switch profiles are supported through use of GSO SAFDEF records.

· Resource grouping cannot be used for resource MQQUE or any other validation invoked through RACROUTE FASTAUTH.
· REFRESH SECURITY is required for MQADMIN RESLEVEL changes.

· Audit records are reported as ACFRPTRV trace records.

· RESLEVEL access checking requires use of SAF access levels. The correspondence between SAF access levels and CA-ACF2 service levels is as follows:
SAF Access
CA-ACF2 Service Level

Read
Read

Update
Update

Control
Delete

Alter
Add

The RESLEVEL resource specifies the level of MQM security in effect for a job. The level of access granted to the MQMADMIN resource named csq1.RESLEVEL is used to determine the level of MQM security for that user or CICS region. Giving READ or no-access to the csq1.RESLEVEL resource means the user or CICS region follows full, normal MQM security checking. Giving ALTER authority to this resource exempts the user or CICS region for all further MQM security checking.

This may result in a problem for CICS regions in which the region logonid has NON-CNCL specified. NON-CNCL always indicates ALTER authority to the RESLEVEL check. MQM processing then bypasses security checking for that region. To avoid this, insert a SAFDEF record that overrides the validation return codes for the RESLEVEL check. A sample SAFDEF follows:

SAFDEF.rnqmresl ID(mqrnresl) MODE(IGNORE) J0B(cicsjob) RETCODE(0) -

                        FUNCRET(20) FlJNCRSN(n) -

                        RACROUTE(REQUEST=AUTH,CLASS=MQADMIN,ENTITYX=csq1.RESLEVEL) REP

where n represents the level of access desired:

16 0
no access

17 4
READ access

8
UPDATE access

18 12 
CONTROL access

19 ALTER access
and cicsjob represents the job or jobs for which this access is desired. Omit this parameter if all

jobs require the same access level.

Interface Support

Support for MQM MVS/ESA requires the use of CA-ACF2 Release 6.0 or above. Contact technical support for the specific apars required.
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